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Abstract

Secure multi-party computation (MPC) is a promising foun-
dation for privacy-preserving machine learning. Its deploy-
ment for modern ML is limited by communication: Beaver-
based multiplication requires bidirectional communication
that places network latency directly on the critical path. We
present SwiftMPC, a secure-chip-assisted MPC architecture
built on a simple protocol insight: if one party sets its first
two Beaver-triple components equal to its existing input
shares, that party’s masked differences become identically
zero and need not be transmitted. Secure multiplication thus
becomes one-way, letting communication and computation
be pipelined. Such triples cannot be precomputed crypto-
graphically, nor supplied by a trusted third party without
reintroducing a round trip. SwiftMPC instead generates them
with a secure chip attached to one participant. The chip plays
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a narrow, fixed-function role limited to triple generation,
keeping it simple to verify.

We implement SwiftMPC with an FPGA secure-chip pro-
totype and a drop-in runtime compatible with PyTorch-style
programming. To better support machine-learning work-
loads, SwiftMPC further generates Beaver triples at matrix
granularity, which reduces triple consumption and commu-
nication volume for dominant ML operators. Across repre-
sentative ML workloads, SwiftMPC completes ResNet-18
inference in 2.22 s at 65 ms network latency, achieving up
to 1.64X speedup over the strongest prior hardware-assisted
MPC design and up to 125X over software-only MPC.
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1 Introduction

Secure multi-party computation (MPC) [12, 33] is an appeal-
ing foundation for privacy-preserving machine learning be-
cause it enables multiple parties to jointly compute a function
without exposing their plaintext inputs during execution.
The property is especially attractive in cross-organization
settings, where participants are unwilling to entrust sensi-
tive data to a centralized execution platform. Yet, despite its
strong security semantics, MPC remains difficult to deploy
for modern machine-learning workloads.

The main obstacle lies in communication. In additive-
secret-sharing-based MPC [8, 12, 13], additions are local,
whereas multiplications rely on Beaver triples [5, 6] and
require parties to exchange masked differences before the
computation can proceed. Because modern ML workloads
contain massive numbers of multiplications, this bidirec-
tional communication places network latency directly on
the critical path. In realistic wide-area deployments where
round-trip times reach tens or hundreds of milliseconds, the
resulting slowdown is prohibitive [15, 39, 55].

In this paper, we explore a different design point: can the
bidirectional communication in Beaver-based multiplication
be removed altogether? We show that the answer is yes. Our
key insight is that the bidirectional communication arises
solely because both parties must mask their shares and ex-
change the masked differences. If one party sets its first two
Beaver-triple components equal to its existing input shares
(as illustrated in Figure 1(b)), that party’s masked differences
become identically zero and need not be transmitted at all.
Secure multiplication thus reduces from bidirectional to one-
way communication, turning a latency-dominated primitive
into a pipelinable dataflow that overlaps communication
with computation.

Realizing this insight, however, is impossible with existing
triple-generation approaches, since it requires generating
the triple based on a party’s live input shares. Cryptographic
preprocessing, e.g., via homomorphic encryption [13] or
oblivious transfer [32], produces triples ahead of time, but
the live input shares are only determined during online com-
putation, so the corresponding triple cannot be precomputed.
A trusted third party [46] could generate such a triple, but
only after receiving the share, which reintroduces a round
trip on the critical path of every multiplication. Neither ap-
proach can realize one-way secure multiplication, calling for
a new triple-generation mechanism.

To realize this insight and overcome the limitations of ex-
isting methods, we present SwiftMPC, a secure-chip-assisted

MPC architecture for machine learning. A secure chip at-
tached to only one participant generates Beaver triples lo-
cally from that participant’s live input shares and pseudoran-
dom values generated from a seed shared with the remote
participant. This local generation avoids expensive crypto-
graphic preprocessing and network round trips, preserving
one-way communication and enabling pipelined execution.
The chip is confined to a narrow, fixed-function role limited
to triple generation, keeping its design simple and the trusted
functionality small. The design also avoids introducing an
external trusted third party that could collude with a partici-
pant. To support ML workloads efficiently, SwiftMPC further
extends Beaver triple generation from scalar operations to
matrix granularity in both software and hardware, which
reduces both triple consumption and communication volume
for matrix multiplication and convolution.

We implement SwiftMPC as a hardware-software co-
design that combines an FPGA secure-chip prototype
with a drop-in runtime compatible with PyTorch-style
programming, allowing users to adopt SwiftMPC with
minimal code changes. On representative convolutional
and Transformer [50] workloads, SwiftMPC completes
ResNet-18 [23] inference in 2.22 s at 65 ms network latency,
achieving up to 1.64x speedup over the strongest prior
hardware-assisted MPC design [57] and up to 125X over
software-only MPC.

Overall, this paper makes the case for a different design
point for practical MPC: removing the bidirectional commu-
nication by restructuring the protocol with trusted hardware.
By keeping the hardware role small while preserving one-
way communication and strong end-to-end performance,
SwiftMPC brings MPC closer to practical privacy-preserving
machine learning. In summary, this paper makes the follow-
ing contributions:

e A protocol-level redesign for one-way secure mul-
tiplication. We redesign the Beaver-multiplication
protocol so that setting one party’s first two Beaver-
triple components equal to its existing input shares
makes that party’s masked differences zero, reducing
secure multiplication from bidirectional to one-way
communication and making it pipelinable. We realize
this redesigned protocol with a secure chip attached to
one participant that generates the triple locally, serv-
ing as a narrow trust anchor in place of a trusted third
party.

e Hardware-software co-design with matrix-
level triple generation. We design SwiftMPC as
a hardware-software co-design with a PyTorch-
compatible drop-in runtime and an FPGA secure-chip
prototype. By lifting Beaver triple generation to matrix
granularity, SwiftMPC reduces triple consumption and
communication volume for dominant ML operators.
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Figure 1. Comparison between Beaver multiplication (a) and SwiftMPC (b) when performing z = x X y followed by two more
multiplications. In (b), by setting Bob’s Beaver-triple components equal to Bob’s existing input shares ([a]; = [x]1, [6]1 = [y]1),
the masked differences [d];, [e]1 become zero and need not be transmitted, enabling unidirectional communication and
pipelined execution. Green regions indicate components that both parties must trust.

¢ End-to-end performance improvements. Across
representative ML workloads and latency settings,
SwiftMPC achieves up to 1.64X speedup over a prior
secure-chip-based design and up to 125X over a
software-only baseline, including 2.22 s ResNet-18
inference at 65 ms latency.

2 Background
2.1 Secure Multi-Party Computation

Secure MPC allows multiple parties to jointly compute a
function over their private inputs without revealing these
inputs to one another. Formally, given n parties Py, Py, ..., Py
holding private inputs xy, x, . . ., X, the goal is to compute
f(x1,x2, ..., x,) such that no party learns anything beyond
its own input and the output of f.

A broad class of MPC protocols has been developed to
balance security, efficiency, and expressiveness. The garbled
circuit [7, 29, 33] is one of the earliest and most fundamen-
tal constructions for secure two-party computation. In this
approach, one party (the garbler) encodes a Boolean cir-
cuit into a “garbled” form, encrypting the truth tables of
each gate, while the other party (the evaluator) evaluates the
circuit using encrypted input labels obtained via oblivious
transfer. Secret-sharing-based protocols [45, 53] split each
private value into random shares distributed among partici-
pants. A function can then be evaluated on these shares using
arithmetic operations over a finite field, with correctness en-
sured by the linearity of addition and multiplication sharing
schemes. Homomorphic encryption [10, 19, 47] allows com-
putations directly on ciphertexts without decryption, making
it attractive for outsourcing privacy-preserving computation
to untrusted servers.

Among these MPC paradigms, additive secret sharing [8,
12, 13] has become a widely adopted approach due to its com-
putational simplicity and suitability for large-scale numerical
workloads. In an additive secret sharing scheme over a finite
field Z,, a value x is split into n shares [x]y, [x]2, ..., [x],
such that x = [x]; + [x]2 + - - + [x], (mod p). Each party
holds one share, and the reconstruction of x requires all
shares. Additive secret sharing provides an elegant property
that addition can be performed locally because [x] + [y] =
[x + y], where [x] and [y] denote shared values of an ar-
bitrary party. However, multiplication is not locally com-
putable and requires interactive protocols between parties.
Efficiently performing secure multiplications thus becomes
the central challenge in additive secret sharing-based MPC.

2.2 Using Beaver Triple to Compute Multiplication

Beaver [5, 6] introduces Beaver triples to reduce the per-
multiplication communication required during the online
phase. A Beaver triple is a tuple (a, b, c) of pre-computed
random values satisfying ¢ = axb. Given such a triple, parties
can securely compute the product z = x X y of two secret-
shared values [x] and [y] (also illustrated in Figure 1(a)):
each party masks its shares by computing [d] = [x] — [a]
and [e] = [y]—[b], then all parties exchange and reconstruct
the plaintext d and e. Since d and e are masked by the random
triple components, they reveal no information about x or y.
Each party then locally derives [z] from [c], d, and e. Notably,
this exchange of d and e requires bidirectional, blocking
communication. Computation must stall until both values
are received from all parties.



2.3 Generation of Beaver Triples

The generation and distribution of Beaver triples remain
performance-critical in MPC systems. Because each secure
multiplication consumes a triple, the triple-generation
throughput must match the computational demand. Existing
systems obtain triples through two primary approaches:
Cryptographic-based generation. Triples can be gener-
ated collaboratively using oblivious transfer [32] or homo-
morphic encryption [13, 58]. In this approach, the partici-
pants jointly execute a cryptographic preprocessing proto-
col to obtain shares of valid Beaver triples, which are then
consumed during the subsequent Beaver-based MPC com-
putation.

TTP-based generation. To make triple generation faster,
a trusted third party can be introduced to generate Beaver
triples in advance and distribute the corresponding shares
to the participants [43]. In this approach, the computation
workload proceeds using these pre-generated triples, while
the triple generation is offloaded to the TTP. This makes
TTP-based generation a straightforward and efficient way
to supply triples for Beaver-based MPC.

3 Motivation and Challenges

This section motivates SwiftMPC by analyzing the trust and
performance limitations of existing MPC systems and iden-
tifying the resulting design challenges.

3.1 Limitations of Existing MPC for End-User
Machine Learning

Performance bottlenecks. Existing MPC systems are fun-
damentally limited by interaction-dominated online execu-
tion. As illustrated in Figure 1(a), each Beaver-based secure
multiplication requires parties to exchange masked differ-
ences ([d];, [e]:) and synchronize before proceeding. Since
the associated local arithmetic is lightweight, the cost of
secure multiplication is governed primarily by communi-
cation latency rather than computation. This bottleneck is
particularly severe for machine-learning workloads, where
dominant operators such as matrix multiplication and con-
volution translate into massive numbers of secure multipli-
cations. The resulting interaction overhead places network
latency directly on the critical path and severely limits end-
to-end performance.

For example, in a representative MPC framework, ResNet-
18 inference takes 63.31 s under 65 ms network latency (§7),
indicating that interaction, rather than local computation, is
the principal obstacle to practical deployment. A breakdown
of end-to-end runtime further shows that communication
and synchronization dominate execution time under real-
istic network latency, while local arithmetic accounts for

only a small fraction of the total cost. Across all tested work-
loads, communication and synchronization dominate run-
time under realistic WAN latency, confirming that existing
Beaver-based MPC is fundamentally interaction-bound.
Trust limitations. Beyond this performance bottleneck, ex-
isting systems face a second limitation rooted in how Beaver
triples are provisioned for secure multiplications. Existing
systems generate these triples either cryptographically, e.g.,
through oblivious transfer [32] or homomorphic encryp-
tion [13, 58], or with the help of a trusted third party (TTP).
The former incurs substantial computation and communica-
tion overhead, which is particularly burdensome for practical
machine-learning workloads in resource-constrained end-
user environments. The latter is more efficient, but enlarges
the trust boundary by requiring users to trust an external
party not to leak information or collude with any participant.
Once this assumption fails, plaintext values may be recov-
ered immediately [43]. Existing approaches therefore expose
afundamental tradeoff between preprocessing efficiency and
trust expansion.

Taken together, these limitations reveal a fundamental
tension in existing MPC systems: practical deployment re-
quires reducing both trust expansion in preprocessing and
latency-sensitive interaction in online execution.

3.2 Challenges

These limitations reveal a fundamental design tension in
practical MPC for machine learning: reducing interaction and
preprocessing cost often comes at the price of expanding the
trust boundary. A successful design must therefore address
performance, trust, and deployability jointly, rather than
optimizing any one dimension in isolation.

C1: Removing latency-sensitive interaction from on-
line execution. Standard MPC protocols require bidirec-
tional communication for each secure multiplication or bit-
wise AND. Because the underlying local arithmetic is inex-
pensive, network latency rather than computation dominates
execution time. The first challenge is therefore to eliminate
mutual communication from the critical path of online exe-
cution.

C2: Avoiding trust expansion while retaining efficient
triple generation. Efficient Beaver triple generation is
essential, but existing methods are unsatisfactory: cryp-
tographic preprocessing is costly, whereas TTP-based
provisioning enlarges the trust boundary. More broadly,
accelerating MPC through hardware assistance can easily
shift more of the secure computation path into trusted
hardware. The second challenge is therefore to achieve
efficient triple generation and reduced interaction without
relying on either an external trusted party or plaintext-style
trusted execution.

C3: Matching the structure of modern ML workloads.
Real machine-learning models are dominated by matrix mul-
tiplication and convolution. The third challenge is to support



these operators efficiently and expose them through inter-
faces compatible with modern ML frameworks.

C4: Maintaining practical deployability. Any design in-
tended for end-user settings must keep hardware assump-
tions, deployment complexity, and software changes modest.
Otherwise, even a performant and secure system would re-
main difficult to adopt in practice.

4 Secure-Chip-Assisted One-Way MPC

This section presents the design intuition behind SwiftMPC
and defines the threat model underlying our secure-chip-
assisted approach.

4.1 Design Rationale

The design of SwiftMPC starts from a protocol-level observa-
tion about the communication cost of Beaver multiplication.
As illustrated in Figure 1(b), if Bob sets their Beaver-triple
components ([a]1, [b]1) equal to their existing input shares
([x]1, [y]1), Bob’s masked differences become zero and need
not be transmitted to Alice. Secure multiplication thus be-
comes unidirectional: only Alice sends data, allowing com-
munication and computation to be pipelined rather than
synchronized at every multiplication.

Realizing this idea, however, requires constructing a
Beaver triple whose first two components for a participant
equal that participant’s existing input shares, which existing
triple-generation methods cannot provide. Cryptographic
preprocessing fixes triples ahead of time, but the corre-
sponding input shares are only available during online
computation. A trusted third party could generate such a
triple, but only after receiving the share, which reintroduces
a round trip on the critical path. SwiftMPC resolves this
with a secure chip attached to a single participant. It ex-
poses only a restricted fixed-function interface, protects its
internal state from host inspection, and participates solely
to assist triple generation, rather than executing the secure
computation itself.

Before computation, Alice and Bob’s secure chip establish
a shared PRNG seed that remains hidden from Bob’s host.
For each multiplication, Alice uses the PRNG to generate her
triple shares, computes the masked differences from her in-
put shares, and sends them to Bob. Bob supplies the existing
input shares to the chip, which sets Bob’s first two triple com-
ponents equal to those shares and computes the remaining
component using the synchronized randomness, as detailed
in Section 5. Bob’s masked differences are therefore zero and
need not be sent to Alice. Both parties then compute their
output shares locally, enabling one-way communication to
be pipelined with computation.

Beyond enabling one-way communication, generating
triples on the chip avoids the drawbacks of both existing
methods. Compared with cryptographic preprocessing, it re-
moves the heavy computation overhead of generating triples.

Compared with a trusted third party, the chip is not an ex-
ternal authority serving all participants. It is attached to a
single participant, operates only on that participant’s local
secret shares, and never receives the other party’s plaintext
or shares. Its simple, fixed-function design keeps the trusted
functionality small and well-defined.

4.2 Threat Model

We consider an MPC setting in which participants jointly
evaluate a function over additively secret-shared inputs. One
participant is equipped with a secure chip that assists the
protocol by generating Beaver triples from local secret shares.
Participants communicate over an untrusted network.
Adversary. We assume a semi-honest threat model: cor-
rupted participants follow the protocol but attempt to infer
private inputs from their local state and observed messages.
We do not consider malicious participants that arbitrarily
deviate from the protocol. If the corrupted party is the secure-
chip holder, it may fully control the host platform attached to
the chip, including the OS, drivers, user-space software, and
DMA-capable peripherals. Side-channel attacks and physical
tampering are outside our threat model.

Secure-chip assumptions. SwiftMPC assumes that the se-
cure chip provides: (1) confidentiality and integrity of its in-
ternal state, including synchronized PRNG state, ephemeral
registers, on-chip memory, and device-rooted secrets for au-
thentication and seed establishment, even when the host
is fully compromised; (2) correct execution of the specified
fixed-function interface; (3) a restricted I/O interface that
exposes only intended commands and outputs; (4) support
for authenticated chip identification and secure seed estab-
lishment before protocol execution.

5 SwiftMPC Protocol Design

This section presents the protocol foundation of SwiftMPC.
We formalize the protocols for arithmetic operations and
Boolean AND, explain the inherent support for matrix-level
operations, and analyze correctness and security of the de-
sign.

5.1 Protocol Workflow

Protocol 1 shows how SwiftMPC computes z = x X y. Specif-
ically, Bob is equipped with a secure chip, and Alice synchro-
nizes a random seed with this chip so that both of them can
generate the same pseudorandom sequence. These random
numbers will later be used as part of Beaver triples. To start
with, Alice generates ([a]o, [b]o, [c]o) from the pseudoran-
dom generator and follows the standard Beaver protocol by
computing the differences ([d]o, [e]o) and sending them to
Bob, and finally computes their local output [z]o. On the
other side, Bob provides their input shares ([x]1, [y]1) to the
secure chip, which are treated as ([a];, [0]1) in the Beaver
protocol. Together with the synchronized ([a]o, [b]o, [c]o),



Protocol 1 Two parties compute x ® y — z with secure chip

Input: Alice and the secure chip of Bob have a pair of
synchronized PRNGs. They have shared their data to secret
share [x]o, [x]; and [y]o, [y]1, where [x]o + [x]; = x and
[ylo + [y]1 =y

Output: Alice gets [z]o and Bob gets [z]; where

[z]o + [2]1 =z and x ® y = z. ® here can represent scalar or
element-wise vector multiplication, matrix multiplication or
convolution, as long as the shape of x and y to perform

x ® y is valid, and the shapes of a, b, ¢ correspond
one-to-one with those of x, y, z. When performing
convolution, each ® must use the same stride and padding.
Procedure of Alice:

1. Generates [a]o, [P]o, [¢]o as part of a Beaver triple
from PRNG sequentially

2. d « [x]o—[alo

3. ¢ — [yl [blo

4. Sends d, e to Bob

5 [z]lo=[clo+e®[alo+d® [blop+e®d
(in practice, this could be simplified as
[z]o = [c]o + [x]o ® [ylo — [alo ® [b]o)

Procedure of Bob with a Secure Chip:

1. Sends [x]1, [y]: to secure chip (as [a];, [b]; in
traditional Beaver multiplication)

a. Secure chip generates [a]o, [b]o, [c]o identical to
those of Alice from PRNG sequentially inside the
chip

b. Secure chip computes
[e]1 = ([alo + [x]1) ® ([b]o + [y]1) — [c]o and only
sends [c]; to Bob

2. Receives d, e and computes
[z]1 = [c]1 + e ® [x]; + d ® [y]; outside the secure
chip

the chip can compute [c]; and return it to Bob. Since [a]; =
[x]; and [b]; = [y]1, the differences ([d];, [e]1) are always
zero and thus do not need to be transmitted to Alice (as
the dashed line in Figure 1(b) indicates). Bob can directly
compute [z]; as their output share. In this procedure, Bob
does not need to send any network message to Alice, so
the protocol achieves unidirectional communication. As Fig-
ure 1(b) shows, removing network latency from the critical
path of every multiplication enables pipelined computation
that amortizes network latency across all operations, thereby
resolving C1. It also addresses C2 by generating Beaver
triples inside the secure chip, thereby avoiding reliance on
an external trusted third party. The binary AND protocol
follows the same one-way structure as Protocol 1, except
that the computation is carried out over binary shares, with
subtraction/addition and multiplication replaced by XOR

and AND, respectively. The protocol requires only one par-
ticipant to hold a secure chip, keeping hardware deployment
requirements modest and addressing C4.

Support for Matrix-Level Operations. Note that the pro-
posed Protocol 1 also extends beyond scalar multiplication
to matrix multiplication, element-wise matrix multiplica-
tion, and convolution [37]. In this case, the secure chip can
generate matrix-level Beaver triples directly, e.g., matrix mul-
tiplication C = AB or convolution C = A@B. Matrix-level
Beaver triples in SwiftMPC inherently exhibit a caching prop-
erty. In our matrix multiplication or convolution, each pair
of multiplicands is associated with a specific entry in the
pre-generated matrix triple, rather than generating a new
scalar triple for every scalar multiplication. For example,
an n X n matrix multiplication using scalar Beaver triples
would require n*® multiplications and hence n triples, where
Alice sends n® elements to Bob. In contrast, a matrix-level
Beaver triple requires only n® elements, reducing both the
Beaver triple generation cost and chip throughput demand.
Similarly, for convolutions using a k X k kernel, the triples
reduce from n?k? to n? + k2. To exploit this, we designed
the secure chip with native support for matrix operations
(detailed in Section 6.2). This resolves C3 by providing ef-
ficient protocol-level support for matrix multiplication and
convolution, which are the dominant operators in real-world
machine-learning workloads. As a result, SwiftMPC can exe-
cute machine-learning workloads more efficiently.

5.2 Protocol Security Analysis

From a security perspective, the following analysis shows
that the proposed protocol is secure, which means both Alice
and Bob cannot get or infer plaintext data using the informa-
tion they have. For Alice, recovering the plaintext would re-
quire knowledge of Bob’s shares ([x]1, [y]1) or their output
[z]1. However, Bob never sends any data to Alice through-
out the computation, and the pseudorandomly generated
([alo, [P, [c]o) are independent of Bob’s inputs. Thus, Al-
ice gains no information about Bob’s data. For Bob, recover-
ing the plaintext would require Alice’s shares ([x]o, [y]o) or
their output [z]y, which may be inferred from ([d]o, [e]o)
and ([alo, [b]o). Nevertheless, Bob’s control of the host does
not reveal ([a]o, [P]o, [c]o), because these values remain in-
side the secure chip. Even if Bob observes ([d]o, [e]o) or
the chip output [c];, these values are masked by fresh ran-
dom numbers ([a]o, [b]o, [c]o) Which serve as one-time pads.
Consequently, Bob cannot extract meaningful information.
Both parties cannot recover the plaintext data, therefore the
modified Beaver protocol with secure chip maintains secu-
rity. In addition, the secure chip never receives Alice’s shares
([x]os [ylo), so the chip is not capable of reconstructing their
plaintext during protocol execution.

Shared Seed Establishment. Chip authentication and
shared seed establishment can be implemented using
TLS 1.3 [42]. The remote party authenticates the secure



chip by validating its device certificate chain to a trusted
root CA, with the corresponding private key and TLS
endpoint protected inside the chip. Once the authenticated
TLS handshake completes, both endpoints use the TLS
keying-material exporter with the same application-specific
label and context to derive an identical, session-specific
PRNG seed locally. This seed is distinct from the TLS
traffic encryption keys and does not need to be transmitted
explicitly.

Prior work has shown that authentication and secure chan-

nel establishment can be realized on chip-based trusted de-
vices using existing hardware roots of trust [56, 57]. Com-
modity FPGAs such as AMD [2] and Intel [24] already pro-
vide the hardware root of trust needed for this process by
securely storing device-specific secrets and verification keys
in on-chip protected non-volatile storage. We measure the
execution time of shared seed establishment through simu-
lation and analyze the results in § 7.
Protocol-Level Reduction of Side-Channel Exposure.
During computations performed within the secure chip, if
the participant holding the chip were able to access the in-
ternal data, the plaintext could potentially be exposed. One
representative attack is to perform repeated computations
on the same input data (e.g., multiplying the same numbers
multiple times) while collecting side-channel information,
such as timing, power consumption, or voltage variations,
and then analyze these patterns to infer the input values.
In the secure chip of SwiftMPC, however, each multiplica-
tion a - b is masked by a fresh random pair ([a]o, [b]o) (both
in the two-party and multi-party scenarios). Consequently,
even if the same data is processed multiple times, the ac-
tual operands used in the chip’s multiplication operation
differ each time, which reduces the repeatability that such
attacks rely on and raises the difficulty of extracting useful
information.

6 SwiftMPC Implementation

This section introduces how we design the host software
and hardware, and make them work together to implement
SwiftMPC based on our protocol. Figure 2 illustrates the over-
all architecture of SwiftMPC. The software side is illustrated
as the MPC machine-learning workload and its decomposi-
tion into intermediate layers and operators. SwiftMPC uses
CrypTen [26] to split MPC machine-learning workload into
the smallest actual executable operators. The non-local op-
erators that require Beaver triples are processed using the
protocol we proposed. On the hardware side, we implement
a prototype secure chip using an FPGA. Participant holding
the secure chip invokes it when handling non-local opera-
tors to generate Beaver triples for the host. All the proposed
operations, including element-wise multiplication, matrix

multiplication, convolution, and bitwise AND, are imple-
mented in the secure chip to support the full functionality
of the protocol.

6.1 Host Software

The host software of SwiftMPC is designed to support C3
by allowing machine-learning models to run with minimal
code changes while decomposing high-level layers into MPC-
compatible operators. Built on top of PyTorch, SwiftMPC
provides its own library that mirrors PyTorch’s APIL Users
can directly load a PyTorch-exported model into SwiftMPC
and run training or inference under MPC. In total, approx-
imately ten lines of code need to be modified to migrate
from plaintext execution to secure MPC execution. These
modest software changes also address C4 by reducing the
effort required to adopt SwiftMPC.

When handling the machine-learning workload, layers
in the workload (such as linear, convolution, and ReLU) are
decomposed into the minimal operators under MPC. For
example, ReLU with input x is evaluated as x X (x > 0),
and this comparison is further computed by converting x to
binary shares and testing the highest bit of x.

In this procedure, certain operators such as addition and
subtraction can be performed locally by each party without
Beaver triples. Other operators that require a Beaver-based
multiplication (such as convolution, element-wise multipli-
cation, and bitwise AND) are executed jointly between two
parties, which is illustrated by the blue boxes in Figure 2.
For non-arithmetic operators, such as comparison in ReLU
(greater-than, less-than) or bitwise operators (shift, AND,
OR, XOR), SwiftMPC first converts arithmetic shared ten-
sors into binary shared tensors, where combining the two
shares with XOR reveals the plaintext. Bitwise operators are
performed on these binary shared tensors, which are then
converted back to arithmetic shared tensors.
Beaver-Based Operators. For these Beaver-based oper-
ators, SwiftMPC uses the proposed protocol in Section 5.
First, the secure chip and the other participant need to safely
establish a shared random seed through a secure authenti-
cated channel, as described in Section 5.2. After that, the
participant without a secure chip can use a pseudorandom
generator with the same seed as the chip to produce the
random values as Beaver triples. We adopt ChaCha20 [9]
as the stream cipher for random number generation, due to
its high performance across various platforms and within
secure chips. The participant holding the secure chip trans-
fers matrix data via XDMA [1] to the chip and invokes the
interfaces of the computing units to generate part of the
Beaver triple, which is then read back from the chip. Finally,
the participant computes the result share using the input
share, Beaver triple and differences. A detailed procedure
inside the secure chip is described in the next subsection.

The participant without the secure chip gets the triples
from PRNG, computes the result share and sends differences
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Figure 2. SwiftMPC overall architecture. Machine-learning workloads are decomposed into intermediate layers and MPC
operators. Local operators are executed directly, while non-local operators are evaluated using the SwiftMPC protocol. The
participant holding the secure chip invokes the secure chip to generate Beaver triple components, while the other participant

supplies the differences through unidirectional communication.

d, e to the other participant through a socket connection.
In the original Beaver protocol, after computing ([d], [e]),
both parties must exchange these values to reveal the actual
values, requiring the parties to wait for communication to
complete before continuing. In SwiftMPC, the protocol keeps
the inter-party network communication unidirectional, elim-
inating the need to wait.

When operators involve matrices of different sizes, broad-
casting may be required during computation. However, only
the pre-broadcast matrix data is transmitted, and the other
participant performs broadcasting locally after reception.
This design further reduces communication cost. Moreover,
the kernel network stack buffer also acts as a suitable paral-
lelization mechanism here. Essentially, sending or receiving
data is just copying data between the kernel and SwiftMPC.
While the kernel is sending or receiving data, the partici-
pant without the secure chip can continue with subsequent
computations, and the other participant can also perform
computations before they actually need the data. Finally,
both participants compute the result share using the triple
and differences, completing our protocol.

6.2 Secure Chip Prototype

SwiftMPC relies on a secure chip to generate the Beaver
triples required for MPC computation. We implemented such
a prototype device on an FPGA. The hardware structure, as
illustrated in Figure 3, mainly consists of the XDMA module,
a random number generator and its FIFO, computing units,
and triple buffer. The XDMA module is a Xilinx IP that maps
an AXI bus address space on the FPGA to a character device
file on the host. Both the computing units and triple buffer
are connected to the XDMA module via an AXI bridge, so
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Figure 3. SwiftMPC hardware architecture. Input shares
from the host and output triple shares to the host are masked
by PRNG-generated triples on the fly, while the computing
units generate triple components for element-wise, matrix,
and convolution operators through a highly parallel design.

host read/write operations to the device under /dev corre-
spond to transferring data into triple buffer or controlling
the computing units.

When the secure chip is handling the SwiftMPC protocol,
additions, subtractions, and XORs of Beaver triples and data
shares are performed on-the-fly as data is transferred be-
tween XDMA module and triple buffer. The chip integrates a



random number generator that produces random values into
a FIFO at a rate faster than data transmission. During data
transfers, enabling the triple buffer also triggers consump-
tion of one random value from the FIFO, which masks the
input data. Since all masking control and computation are
pipelined, it can be executed without degrading performance
of data transfer.

For the triple buffer, we configure it as two dual-port
RAMs. The XDMA module accesses them through 128-bit
ports, while the computing units access them through 4096-
bit wide ports. This design maximizes parallelism, as each
data access by the computing units can simultaneously ac-
cess two groups, each containing up to 64 elements (64-bit
each). Because Beaver triple generation requires multiplica-
tion and convolution operations, large-scale data can only
achieve high performance through parallel execution.

To support the diverse arithmetic patterns required by
SwiftMPC, several dedicated computing units are imple-
mented inside the secure chip. These units optimized for
matrix operations further support C3 by accelerating Beaver-
triple generation for these critical computations in machine
learning.

e Element-wise multiplication and AND. These
two operations are straightforward to parallelize. The
FPGA reads two groups of 64 elements from triple
buffer and processes them in parallel, achieving up to
64 operations per cycle.

e Matrix multiplication. The B matrix is transposed
before being written into triple buffer, enabling each
triple buffer access to load 64 elements from a row of
A and 64 elements from a column of B, which are then
multiplied and accumulated in parallel to obtain the
result.

e Convolution. Two variants of the operation are de-
signed. In one mode, parallelism is applied across input
channels: A provides up to 64 elements from different
input channels at the same matrix location, which are
multiplied with a single element in kernel B. In the
other, parallelism is applied across output channels:
B provides up to 64 kernel elements from different
output channels at the same location, which are multi-
plied with a single input element from A. Depending
on whether input or output channels dominate, the
host selects the corresponding mode for the comput-
ing unit. To support this, the host also preprocesses
tensors via the permute operation so that the paral-
lel dimension is aligned as the last dimension before
transfer into triple buffer.

6.3 Other implementation forms of SwiftMPC

Secure chips can also be implemented in other forms, includ-
ing TEE enclaves, portable USB keys, or embedded modules.
Since the secure chip requires authentication, shared seed

establishment between participants, and protection of inter-
mediate results, it can also be implemented in a TEE enclave.
We implement SwiftMPC in Intel SGX by running the pro-
tocol purely in software inside an SGX enclave. Compared
with this SGX-based implementation, our hardware design
achieves much higher performance and also offers plug-and-
play deployment even on platforms without a usable TEE. A
detailed comparison between our hardware design and the
TEE-based implementation is provided in Section 7.2.

Implementing our current prototype on a PCle-based
FPGA card does not contradict our goal of developing a
portable secure chip device. In our implementation, the
PCle 2.0 x8 interface has a maximum bandwidth of 4 GB/s,
which is comparable to the bandwidth with emerging
high-speed interfaces such as USB4 (up to 40 Gbps). When
such interfaces become widely adopted in portable hardware,
a compact USB-based secure chip can deliver performance
equivalent to our current FPGA-based prototype. Therefore,
the bandwidth requirement of SwiftMPC does not pose a
barrier to realizing a portable secure hardware device.

Host—chip bandwidth directly affects performance in
such standalone deployments. Our bottleneck analysis (§7.3)
shows that PCle communication between the chip and
host accounts for about 20-40% of the execution time on
most workloads. This overhead can be reduced through
architecture-level integration, such as extending the instruc-
tion set to natively support MPC operations or integrating
the secure module directly into CPU cores, which lowers
host—chip communication latency and raises interaction
throughput.

6.4 Secure Chip Security Analysis

Like other systems with a hardware root of trust, Swift MPC
relies on the secure chip to preserve the confidentiality and
integrity of its internal state. If the chip is fully compromised
and its internal secrets are extracted, the privacy may no
longer hold. Therefore, we design the secure chip to mini-
mize its attack surface as much as possible. The secure chip
implements a fixed-function datapath with a restricted in-
terface. Compared with a more general TEE-style execution
environment, this implementation yields a narrower side-
channel surface and a smaller amount of security-critical
state inside the chip. In our FPGA prototype, intermediate
values are kept in on-chip RAMs and registers instead of
off-chip DRAMs. The synchronized seed is used on-chip as a
starting PRNG state, rather than being repeatedly stored or
transmitted as a static secret. In addition, because the PRNG
in our implementation is instantiated with ChaCha20 [9],
exposure of the current internal state does not automatically
reveal previously consumed pseudorandom values. Thus,
even though a full chip compromise breaks the trust assump-
tion for ongoing computation, it does not necessarily imply
retrospective disclosure of all past masks.



7 Evaluation
7.1 Experimental Setup

We implement and test SwiftMPC in a real system environ-
ment. The host machine is equipped with an AMD Ryzen
9700X CPU and 32 GB of memory, running Linux kernel
version 6.14.0. The secure chip prototype is implemented on
a Xilinx XC7K480T FPGA operating at 250MHz for bus and
125MHz for computing units. All computing units are im-
plemented using HLS. Two convolution variants employ
8-way and 32-way parallelism, respectively. The matrix-
multiplication, element-wise multiplication, and AND mod-
ules all employ 32-way parallelism. These modules share
a large portion of DSPs, so the overall DSP utilization is
lower than the sum of individual module utilizations. The
remaining logic, including the XDMA interface and dataflow
management, is implemented in Verilog and block diagrams.
The whole design uses 111,866 LUTs (37%), 184,584 flip-flops
(31%), 391 DSPs (20%) and 824.5 BRAMs (86%).

We additionally implement a SGX-based realization of the
secure chip for SwiftMPC on a server with Intel Xeon Gold
6354 CPU, so as to better evaluate the impact of different
implementation forms on the performance of SwiftMPC.
In the following experiments, this SGX-based realization is
denoted as Swift MPC-SGX, while SwiftMPC represents our
hardware-optimized design using FPGA.

Baselines. For baselines, we compare SwiftMPC against two
state-of-the-art MPC systems on machine learning, namely
CrypTen [26] and PPMLAC [57]. CrypTen adopts additive
secret sharing with Beaver triples and is tightly integrated
with PyTorch, thereby benefiting from GPU acceleration. We
therefore run CrypTen on a server with AMD EPYC 7763
CPU and NVIDIA A10 GPU.

Network Latency. We test two-party collaborative MPC
workloads under three different RTT (Round-Trip Time) de-
lays:

e Latency of 0.3 ms: Simulating the case where both
parties are located within the same data center with
minimal network delay. Although in practice two MPC
parties rarely colocate, it shows the maximum achiev-
able performance of the tested framework, where the
influence of network latency is minimized and the
computational capability of the framework is more
important.

e Latency of 65 ms: Simulating a cross-data-center
deployment by adding a 65 ms RTT delay between the
two parties. This reflects a realistic wide-area setting
for collaborative computation across geographically
separated organizations [34].

e Latency of 200 ms: Simulating an intercontinental
deployment by adding a 200 ms RTT delay between
the two parties. This setting is intended to simulate
realistic long-distance collaboration through intercon-
tinental networks [34].

Workloads. We evaluate the performance of SwiftMPC on
both basic operators and representative machine-learning
workloads. The basic operators include element-wise mul-
tiplication (MUL), comparison (COMP), and bitwise AND
(AND) on randomly generated vectors with 10 million op-
erations each, using freshly generated Beaver triples. All
arithmetic is executed on 64-bit integers, and floating-point
values are converted to fixed-point integers. For machine-
learning workloads, we conduct four comprehensive tests,
adopting the same configurations as PPMLAC for the LR,
MLP, and ResNet benchmarks.

e LR: A logistic regression model with a 10°-dimensional
input and a sigmoid layer, processing 24 samples per batch
during inference.

e MLP: A multilayer perceptron consisting of five linear
layers (with dimensions 1024 X 512, 512 X 256, 256 X 128,
128 X 64, 64 % 32) and four ReLU layers between them. Each
inference processes 24 samples per batch.

o ResNet: Inference for the ResNet-18 [23] model with input
size 224 X 224, which features multiple convolutional and
residual modules and is one of the most widely used CNN
architectures for image classification.

o Transformer: To demonstrate better compatibility with
LLM-style architectures, we also perform experiments on
Transformer [50] models. The model can be modified to
make it more suitable for MPC [40], but we still use the
standard Transformer architecture to better align with our
goal of requiring minimal program changes. To keep the
evaluation computationally tractable, we use two com-
pact Transformer configurations with different parameter
scales, denoted as TFM-S and TFM-M in the following.

7.2 Performance

Basic Operators. As shown in Table 1, at 0.3 ms latency,
SwiftMPC achieves up to 1.6X the performance of PPMLAC.
These results demonstrate the efficiency of SwiftMPC in
performing basic MPC operators. At 65 ms latency, SwiftMPC
achieves up to 1.9% the performance of PPMLAC and 17X the
performance of CrypTen. At 200 ms latency, SwiftMPC still
achieves up to 1.9 the performance of PPMLAC and 46X the
performance of CrypTen, confirming that its performance
remains robust even under high network latency.

Compared with the SwiftMPC-SGX, the SwiftMPC using
our FPGA prototype is 17X faster on average, demonstrating
the performance gains enabled by our hardware design that
is specifically optimized for the SwiftMPC protocol, and
showing that this approach is actually more efficient than
TEE-based implementations.

Comparing each workload across the latency settings in
Table 1, the advantage of unidirectional communication be-
comes clear. Among these methods, only CrypTen relies on
bidirectional communication, and its performance degrades
substantially as network latency increases. In contrast, both



Table 1. Execution time (in seconds) under different network round-trip times (RTT, in ms) for basic operators and representative
machine-learning workloads. Each entry is followed by its runtime ratio relative to SwiftMPC under the same workload and
RTT. “Swift” and “Swift-SGX” denote SwiftMPC and SwiftMPC-SGX, respectively. Timing spans from the first party starting
computation to the other party finishing, excluding initialization and data preprocessing.

\?(/)Zrdk RTT | Swift Swift-SGX PPMLAC  CrypTen \ﬁ‘ﬁ RTT | Swift Swift-SGX PPMLAC CrypTen
MUL 03 | 022 417 (19x) 0.35(16x) 0.13 (0.6x) LR 03 | 0.33 443 (13x) 0.40 (1.2x) 2.05 (6.2x)
65 0.24 4.18 (17x) 0.42 (1.8x) 3.42 (14x) 65 0.34 450 (13x) 0.46 (1.4x) 20.6 (61x)
200 | 0.30 4.23 (14x) 0.56 (1.9x) 10.8 (36%) 200 | 0.39 4.70 (12x) 0.65 (1.7x) 62.2 (159x)
COMP 0.3 1.51 27.5 (18x)  2.11 (1.4x) 0.90 (0.6x) ResNet 0.3 | 2.21 434 (20x) 3.54 (1.6x) 3.64 (1.6%)
65 1.54  28.0 (18x) 2.17 (1.4x) 22.6 (15%) 65 2.22 435 (20x) 3.64 (1.6x) 63.3 (29%)
200 | 1.56  28.2 (18x) 2.32 (1.5x) 71.5 (46x) 200 | 2.25 43.6 (19x) 3.86 (1.7x) 193 (86%)
AND 03 | 020 4.13@2ix) 030 @15%x) 0.12(06x) TEM-S 03 | 3.79 40.8 (11x) - 15.9 (4.2x)
65 | 0.22  4.15(19%) 0.41(19x) 3.71(17%) 65 | 3.81 41.2 (11x) - 477 (125%)
200 | 0.31 4.21 (14x) 0.55(1.8x) 10.8 (35x) 200 | 3.89 41.7 (11x) - 1423 (366)
MLP 03 | 0.03 0.31@o0x) 0.02(0.7x) 0.73 (24%) TFM-M 03 | 12.2 168 (14x) - 34.0 (2.8x)
65 0.10  0.37 3.7x) 0.09 (0.9x) 5.55 (55x%) 65 | 12.2 169 (14x) - 957 (78x)
200 | 0.19 041 (22x) 0.24 (13x) 15.8 (83x) 200 | 12.3 169 (14x) - 2876 (233x)
SwiftMPC and PPMLAC employ unidirectional communica- Chip PCle Network [ Host (Beaver) Other
tion, and therefore exhibit only minor increases in execution MUL- HEEE
time as latency rises. COMP 1 T
Machine Learning and Neural Network. At 0.3 ms la- ANDA e
tency, SwiftMPC achieves up to 1.6x the performance of MLP fEEEEEY
PPMLAC and 24X the performance of CrypTen, demonstrat- LR
ing the efficiency of both the SwiftMPC protocol and its ResNet18 1
implementation in computation-intensive machine-learning TFM-S {
workloads. At 65 ms latency, SwiftMPC achieves up to 1.6X TEM-M 1
the performance of PPMLAC and 125X the performance of 0% 20% 40% 60% 80% 100%

CrypTen, validating our claim that it is less sensitive to net-
work latency. At 200 ms latency, SwiftMPC still achieves
up to 1.7X the performance of PPMLAC and 366X the per-
formance of CrypTen. On average, SwiftMPC is 11X faster
than SwiftMPC-SGX, which is consistent with the results
observed in the basic operators. Given that these workloads
resemble practical applications, SwiftMPC shows potential
for real-world tasks such as financial or payment verification
systems, where results are required within a few seconds.

It should be noted that, due to hardware limitations, the
FPGA prototype operates under PCle 2.0 x8 (with 4 GB/s
maximum bandwidth), which represents a relatively low
throughput requirement compared to PPMLAC and CrypTen.
Using devices with higher bandwidth would further improve
the performance. A detailed analysis is provided in the next
subsection.

7.3 Performance Breakdown and Bottleneck
Analysis

We further decompose the total execution time of the par-
ticipant holding the secure chip into separate components

Figure 4. Proportion of time spent on different operations
in various workloads under 65ms network latency.

to identify opportunities for further optimization. The net-
work latency is set to 65 ms. During the whole execution,
four kinds of operations are related to Beaver computation,
including secure-chip computation for generating the triples
(Chip), PCIe communication between the secure chip and
host (PCle), network communication between participants
(Network), and host computation on shares and triples to gen-
erate results (Host). “Other” represents processes other than
Beaver computation, including computations that can be per-
formed locally and the execution overhead of the framework
itself.

As listed in Figure 4, the “Chip” component accounts for
less than 20% of the total execution time, leaving relatively
limited room for further optimization on the secure chip side.
For workloads other than MLP, the PCle communication be-
tween the secure chip and host incurs a relatively significant



Table 2. Network transmission volume in MB for SwiftMPC
and baseline frameworks across representative workloads.

Model | LR MLP ResNet-18 TFM-S TFM-M
SwiftMPC | 191 9.9 814 1263 5200
CrypTen 191 8.16 993 1321 5431
PPMLAC 210 10 921 - -

overhead, accounting for about 20-40% of the execution
time. Given the actual data transfer volume and the available
PCle bandwidth, this overhead is clearly higher than optimal
conditions, indicating further opportunities to optimize chip-
host data transfer. Since our design employs unidirectional
communication, network transmission contributes only a
small fraction of the time. Host-side computations includ-
ing the “Host” and “Other” components account for around
40-60% of the execution time. The “Other” component re-
mains relatively small across most workloads, indicating that
Beaver computations are actually the dominant bottleneck
in MPC execution. Further optimization of MPC workloads
should continue to focus primarily on Beaver computation
and its associated data movement. The overall result shows
that SwiftMPC effectively handles the Beaver computations,
and suggests that future performance gains should focus
on improving the chip-host communication and host-side
processing efficiency.

For shared seed establishment, our simulation measures a
total initialization time of 1.35 ms from initiating TLS session
establishment to deriving the shared PRNG seed. This initial-
ization is required only once per session, and its cost can be
amortized across executions of different models within the
same session. Therefore, the initialization overhead would
have a negligible impact on the reported performance bene-

fits.

7.4 Network Transmission Volume

Since SwiftMPC generates and computes Beaver triples in a
matrix form, both the total number of Beaver triples required
and the amount of data transmitted between participants
are reduced compared with scalar-level triple generation for
each multiplication in matrix or convolution operations (see
§5 for analysis). As shown in Table 2, SwiftMPC achieves
lower or comparable network transmission volume across
the evaluated workloads. The reduction is most visible on the
larger models, where SwiftMPC transmits 814 MB on ResNet-
18 versus 993 MB for CrypTen and 921 MB for PPMLAC,
and stays consistently lower on both transformer workloads.
The exception is MLP, whose layers involve small matrices
for which matrix-granularity triple generation offers little
advantage. Compared with PPMLAC, which sometimes re-
quires manual annotation to cache matrix shares, SwiftMPC

achieves generally better results without any manual label-
ing, since generating Beaver triples at the scale of the matrix
itself already provides good caching behavior. For repeated
inference on the same model, caching the Beaver triples for
the weight matrices could further reduce triple generation
and communication overhead, which we leave as a possible
optimization.

8 Related work

Trusted Hardware Assisted MPC. A line of work explores
using trusted hardware to accelerate MPC by offloading
cryptographic preprocessing. Demmler et al. [14] extend the
GMW protocol with a trusted hardware token (e.g., TPM),
enabling offline preprocessing that completes within sec-
onds, demonstrating the benefits of small trusted devices
for mobile MPC. HPCG [16] similarly uses lightweight TEE
chips exclusively in the offline phase to reduce online latency
while remaining compatible with standard secret-sharing
semantics. Chameleon [43] replaces ABY’s OT-based offline
phase with a Semi-honest Third Party for seed expansion,
but retains bidirectional communication in its online phase.
PPMLAC [57] proposes a hardware chipset that implements
secret-sharing-based MPC with minimal trusted hardware,
eliminating communication bottlenecks to achieve several
orders of magnitude speedup over software-only MPC. How-
ever, it computes directly on plaintext within the hardware,
resembling a TEE-style design. HYBRTC [54] integrates TEEs
with MPC to form a hybrid-trust abstraction that adapts
to varied trust levels. It demonstrates secure distributed
SQL operations and achieves malicious-security guarantees.
HAAC [36] targets garbled circuits and introduces a co-
designed compiler, ISA, and microarchitecture that dramat-
ically accelerates GC evaluation. By balancing hardware-
software responsibilities, it introduces a high-throughput
gate engine, tailored memory structures, and reuse-aware
optimizations.

These works demonstrate that trusted hardware can im-
prove MPC performance, but they generally require mutual
communication or assume that every participant possesses a
trusted device. In contrast, SwiftMPC adopts unidirectional
communication to reduce the impact of network latency and
requires only a single secure chip for the full system.

MPC Frameworks. Several MPC frameworks aim to make
secure computation practical by abstracting cryptographic
operations. MP-SPDZ [25] provides over 30 protocol variants
under a unified Python interface. FALCON [52] proposes an
honest-majority, maliciously secure three-party framework
for private deep learning that improves efficiency by design-
ing arithmetic-secret-sharing-based protocols for nonlinear
neural network operations, enabling private training and
inference of large models. SPU/SecretFlow [30] presents a
performant and user-friendly privacy-preserving machine



learning framework that compiles programs from main-
stream machine-learning frameworks into MPC execution,
enabling efficient private training with only minor code mod-
ifications. CrypTen [26] provides a user-friendly framework
for machine learning under MPC, offering PyTorch-like ab-
stractions and GPU acceleration. Inspired by these design,
SwiftMPC also provides a user-friendly framework for ma-
chine learning under MPC while targeting stronger perfor-
mance by addressing the communication bottleneck.
Other Privacy-Preserving Machine Learning Meth-
ods. Beyond secret-sharing MPC, homomorphic encryp-
tion (HE) occupies a different point in the computation-
communication tradeoff. Cheddar [11] accelerates CKKS-
based FHE on GPUs, reducing encrypted ResNet-20 (CIFAR-
10) inference to 0.72 s on an RTX 5090. CHOCO-TACO [48]
is a client-aided HE approach where a resource-constrained
client repeatedly decrypts, applies non-linear operations,
and re-encrypts with an untrusted server between lay-
ers. It uses a dedicated ASIC to address the resulting
encryption/decryption bottleneck and employs algorithmic
optimizations that reduce ciphertext size. SwiftMPC instead
targets the mutual communication overhead of Beaver
multiplication, addressing an orthogonal bottleneck from a
different computation model.

9 Discussion

Possible Mitigations against Side-Channel and Physi-
cal Attacks. Although side-channel attacks and physical
tampering are outside our threat model, SwiftMPC allows
conventional countermeasures to be integrated without
changing the protocol. For side-channel attacks [4, 38],
prior research has proposed mitigations such as hiding and
masking [31]. Hiding [21, 27, 28] reduces the information
leaked to attackers, while masking [17, 41, 44] makes the
leaked signals less dependent on the original data. For
physical attacks [51], representative mechanisms include
tamper-detecting conductive meshes [3, 49], clock/voltage
monitoring [20, 35], and physical-unclonable-function-based
verification [18, 22]. These techniques can be incorporated
as implementation-level hardening without changing the
SwiftMPC protocol.

Although our prototype does not implement these miti-
gations, they need not negate the performance benefits of
SwiftMPC. As shown in Section 7.2, secure-chip computation
accounts for less than 20% of the total execution time in our
prototype. Therefore, even if chip-side protections introduce
additional resource or latency overheads, their effect on end-
to-end runtime is likely to remain limited compared with
host-side computation and chip-host communication costs.
Generalization and protocol choice. The broader idea be-
hind SwiftMPC is to use simple, fixed-function trusted hard-
ware to simplify complex and time-consuming parts of cryp-
tographic protocols. This principle could potentially extend

to other protocols to simplify expensive cryptographic oper-
ations or reduce communication between participants. For
example, a trusted chip might assist with oblivious-transfer
correlation generation in a garbled-circuit-based design. Us-
ing a seed shared with the sender, the chip could generate
pairs of random values locally and release only the chosen
value of the receiver per transfer. Such a construction would
require determining which secrets the chip holds, which out-
puts it exposes, and whether the resulting protocol actually
reduces computation or communication costs.

We choose secret sharing because it fits both our numeri-
cal ML workloads and our goal of keeping trusted hardware
simple. Arithmetic shares preserve the tensor representation
of ML data, allowing matrix multiplication and convolution
to use standard numerical kernels on the hosts. In our de-
sign, the chip handles only pseudorandomness and triple
generation through a small interface that is independent of
the model structure. This makes secret sharing a suitable
starting point for hardware-assisted MPC protocols with a
simple trusted component.

10 Conclusion

SwiftMPC builds on a simple protocol insight: if one party
sets its first two Beaver-triple components equal to its exist-
ing input shares, that party’s masked differences vanish and
secure multiplication reduces from bidirectional to one-way
communication, letting communication and computation be
pipelined. Such input-bound triples cannot be precomputed
cryptographically nor supplied by a trusted third party with-
out reintroducing a round trip, so SwiftMPC generates them
with a secure chip attached to one participant, a narrow
trust anchor in place of an external trusted party. Our imple-
mentation and FPGA prototype show that this design yields
significant acceleration on machine-learning workloads with
only a single secure chip and minimal code changes. Notably,
SwiftMPC’s performance remains nearly flat as network la-
tency grows, confirming that the one-way communication
structure effectively decouples execution time from network
conditions. These results highlight a viable architectural path
toward fast and deployable MPC systems.
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