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Abstract

LLM agents increasingly rely on tool calling to complete
tasks. Model Context Protocol (MCP) standardizes tool call-
ing between LLM agents and tool providers. It reduces inte-
gration cost and drives rapid growth in tool scale. In produc-
tion deployments, tool access becomes difficult to scale. On
the tool provider side, legacy services are not directly callable
through MCP; the rapid protocol development creates on-
going compatibility cost. On the agent side, the number of
mounted tools is limited by the LLM context window and in-
ference overhead; mounting a large tool set increases token
usage and inference latency and can reduce task success rate.
Moreover, for stateful MCP backends with multiple replicas,
preserving session affinity increases client-side complexity.

We present a cloud-scale MCP Gateway system. It breaks
the direct-connect model on the data plane and offloads
legacy service integration, consolidating incompatible MCP
variants, access control, tool recommendation, and session-
aware routing at the gateway. The conversion module sup-
ports 315 OpenAPI services in the cloud and integrates MCP
transport variants. Session-aware routing decouples the scal-
ability of the gateway layer and the MCP service layer. The
hybrid retrieval engine sustains 98% Top-15 recall; it scales
agent tool access to 3,000+ tools with improved tool selection
accuracy. We also share the lessons learned from deploying
the gateway system in production.
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1 Introduction

Large Language Model (LLM) applications are evolving from
traditional chatbots to tool-using agents. Tool calling allows
an LLM to access external systems and complete complex
tasks, such as querying databases or managing cloud network
resources [22, 33-35, 49, 60, 61, 64, 68]. Without a unified tool
interface, each LLM agent had to be adapted to individual
tools. This motivates standardizing the tool-invocation inter-
face, resulting in the Model Context Protocol (MCP) [18].
MCP standardizes both how an agent invokes tools and
how tool providers expose tools to agents (Figure 1). This
lowers the engineering overhead for tool providers and en-
ables rapid growth in the number of tools available to agents
(reaching O(10k) MCP servers within 13 months [38, 40]).
Also, MCP traffic in the cloud is growing rapidly (Figure 2).

However, building an agent that can access massive tools
with reliable tool invocation faces several challenges. (1) The
number of public APIs has reached 10° [55], yet these existing
web era APIs are not directly callable by agents through
MCP. (2) Tool developers must handle work orthogonal to
tool functionality, such as MCP compatibility issues and
the integration of authentication. (3) A single agent can only
mount a limited number of tools, insufficient for diverse tasks
at scale. Mounting too many tools may exceed the context
window of the LLM, increasing token cost and latency while
reducing task success rate. (4) MCP assumes a client-server
direct-connect model. For availability and load balancing,
servers are often deployed with multiple replicas. The Host
must ensure session-aware routing for stateful servers (i.e.,
all requests in the same logical session are forwarded to the
replica that maintains the context).
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To address these issues, we introduce an MCP Gateway,
breaking the direct-connect model. While MCP runs over
HTTP, its key routing information resides in the HTTP body
rather than headers, preventing existing web-oriented appli-
cation load balancers (e.g., L7 load balancers and API Gate-
ways) [8-11] from being directly reused without non-trivial
customization. We implement the following capabilities in
the MCP Gateway. (1) Protocol Adaptation. We build a transla-
tion module that converts MCP tool calls into calls to existing
API servers (enabling access to legacy APIs) and bridges in-
compatible MCP variants to reduce adaptation cost. (2) Func-
tion Offloading. To support fine-grained tool access control
at scale, we implement authentication modules that enable
identity-to-tool mappings. (3) Tool Recommendation. We de-
sign retrieval methods for MCP. Beyond naive matching,
we exploit the fact that MCP tool schemas often explicitly
encode functionality and propose a hybrid matching method
combining semantic and lexical matching. Compared to LLM-
based recommendation, this approach is deterministic, ef-
ficient, and scalable, making it suitable for deployment at
the gateway. To address the drop in recommendation accu-
racy when generic matching fails to capture domain-specific
knowledge, we further design a query-rewrite method and a
knowledge cache based on domain knowledge extraction. (4)
Session-aware Routing. The gateway offloads request distribu-
tion from the host. To route requests to backend replicas that
hold the corresponding session context, the gateway main-
tains a session-to-server mapping. Since cloud gateways are
deployed with multiple instances, the gateway synchronizes
the session-to-server mapping via a centralized store. Our
key contributions are:

e We present the deployed cloud-scale MCP Gateway
system for massive tool access. Protocol adaptation en-
ables direct access to legacy APIs with low conversion over-
head (P50 < 143 s at 100 fields). The tool recommendation
module achieves 98% recall for Top-15 tools when users
mount O(1k) tools, with retrieval latency below 250 ms.
This reduces time cost and improves agent tool selection
accuracy with Top-15 tool recommendations.

e We address stateful request routing in multi-gateway
deployments. A centralized store-based session synchro-
nization is proposed to support session-aware routing. We
further introduce a Pub/Sub mechanism to synchronize
responses across gateway instances to preserve long-lived
connections for stateful backends. We show the overhead
and explore the trade-offs of session management.
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e We share production deployment lessons. (1) Main-
taining long-lived gateway—-backend connections reduces
mean latency by up to 51.7%. (2) Leveraging tool dependen-
cies and locality, knowledge caching returns complete pre-
requisite tool chains, and LRU semantic caching achieves
up to a 2.29x speedup in average recommendation latency
per workload. (3) We further discuss an encoding-based
session synchronization for cross-gateway coordination,
and (4) propose a rule-extraction method, improving tool
recommendation Top-15 recall to 99.7%.

2 Background and Motivation
2.1 Tool-Using LLM Agents

LLM-powered applications are evolving from conversational
chatbots to general-purpose autonomous agents [27, 34, 37,
73]. Unlike early chatbots that focused on text generation
without external interaction, LLM agents can plan, use tools,
and accomplish complex tasks. Using reasoning-and-acting
paradigms, e.g., ReAct, CoT, and ToT, agents decompose
user intents into multi-step tasks [65, 71, 72] and interact
with external systems, e.g., querying databases, managing
cloud resources, and triggering workflows [22, 33, 34, 49, 60,
61, 64, 68]. The LLM acts as a controller that selects tools,
emits structured arguments, and triggers execution (i.e., tool
calls) [46, 54, 67]. As a result, LLM agents require robust tool
infrastructure to mediate agent-tool interactions [14]. The
absence of widely adopted protocols remains a major bottle-
neck to interoperating with external tools and scaling agent
ecosystems, motivating recent standardization efforts [70].
The MCP [43] addresses this challenge by defining a standard
interface between agents (MCP Hosts) and external resources
(MCP Servers), facilitating tool integration.

2.2 The Rise of Model Context Protocol

Interoperability via interface standardization. Before
the MCP, LLM applications and agent frameworks [16, 24, 25]
typically integrated external tools through bespoke adapters,
resulting in a fragmented ecosystem [30]. Heterogeneous
tool interfaces and provider-specific calling schemas forced
point-to-point integration, so connecting M LLM applica-
tions to N tools conceptually approached an O(M x N) engi-
neering burden. MCP reduces this complexity to O(M+N) by
standardizing tool infrastructures: tools are exposed through
a uniform, provider-agnostic interface, enabling LLM applica-
tions to access diverse tools without per-tool or per-provider
rewrites [43]. MCP standardizes interoperability rather than
meaning: it does not prescribe tool semantics, backend imple-
mentations, or the host’s planning and orchestration logic.

MCP interaction workflow. An MCP host (e.g., an LLM ap-
plication or agent) maintains a dedicated MCP client for each
connected MCP server. As shown in Figure 3, the workflow
starts with connection establishment and initialization. The
host invokes List Tools to fetch tool definitions from one or
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Figure 3. A concise MCP interaction workflow

more servers (D). Given a user query (), the host combines
the query with these definitions to form a composite prompt
(®), then invokes the LLM to select tools and produce struc-
tured arguments ((®). The host parses the arguments and
executes the selected tools via Call Tool (). It repeats this
select—execute loop until the LLM judges the task completed
and returns the final response.

MCP protocol layers. MCP defines message semantics at
two layers: (1) Data Layer, representing MCP primitives
(e.g., tools, resources, prompts, and notifications) and lifecycle
management as JSON-RPC messages; and (2) Transport
Layer, specifying how these JSON-RPC messages are ex-
changed between clients and servers. The transport layer
currently supports two options: HTTP+SSE and Streamable
HTTP. HTTP+SSE is inherently stateful: the client establishes
a long-lived SSE channel for server-to-client delivery, sends
client-to-server JSON-RPC via HTTP POST, and includes a
server-assigned Session-ID on each request; responses are
streamed over the single, persistent SSE connection. Stream-
able HTTP uses a single MCP endpoint, and supports both
stateless and stateful modes: in stateless mode, each POST is
independent and no session is maintained; in stateful mode,
the server assigns a Session-ID to maintain a logical ses-
sion across requests without requiring a long-lived connec-
tion. These transport variants and session semantics directly
shape the deployment challenges we characterize next (§2.3).

2.3 Challenges of Deploying MCP

Legacy infrastructures. Legacy cloud platforms are primar-
ily built around OpenAPI/Swagger endpoints, engineered
for developers and conventional SDKs rather than native
tool use by autonomous agents. This creates a structural
mismatch in maturity and supply. OpenAPI-based infras-
tructure has been evolving for more than a decade since the
first specification release [56], whereas MCP has existed for
only about two years since its public release [5]. The MCP
community registry currently contains on the order of 10*
MCP servers [38, 40]. This is negligible compared with the
OpenAPI ecosystem: as of January 2024, APIstic reports over
10° (1,275,568) valid OpenAPI/Swagger specifications mined
from public sources [55]. Alibaba Cloud exposes on the order
of 10*-~10° OpenAPI operations [4, 62, 63], suggesting that
the OpenAPI surface is orders of magnitude larger than the
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Table 1. Context window of frontier foundation models,
along with the maximum number of tools that can be
mounted in model context window!.

Model Context Window Max #Tools
Gemini-3-Flash [26] 1M 774
Qwen-Plus [58] M 627
GPT-5.2 [48] 400k 270
Qwen3-MAX [59] 256k 198
Claude-Opus-4.5 [6][7] 200k 125
DeepSeek-V3.2 [21] 128k 98

Table 2. For the VPC agent with ~60 tools, a duplicating
VPC task requires ~10 tool-selection rounds. In round 1, the
KV cache misses, while in rounds 2-10 it hits.

Model

Token Usage Estimated Price

Claude-Opus-4.5 [6][7] 92,924 X 10 $0.999
Owen3-MAX [59] 80,085 X 10 $0.685
GPT-5.2 [48] 27,100 X 10 $0.090
Gemini-3-Flash [26] 65,016 X 10 $0.062
DeepSeck-V3.2 [21] 77,564 X 10 $0.041
Qwen-Plus [58] 79,947 X 10 $0.090

current MCP. A practical solution must bridge legacy APIs
into tool use in a cost-effective and non-intrusive manner.

Challenge 1: Large-scale legacy OpenAPI infrastructures
are not MCP-native, making most production APIs inacces-
sible to agent tool use.

Incompatible protocol versions. MCP is evolving rapidly,
with four iterations released over a 13-month period, and
MCP deployments already face incompatibilities along two
fast-moving axes. First, transport divergence. The ecosys-
tem currently spans both the legacy HTTP+SSE transport
and the newer Streamable HTTP transport (§2.2). Measure-
ments from a commercial MCP hosting platform with 184
deployed servers [47] show that only a small fraction of
servers support both transports, while the rest support only
one. Client support also lags behind: in the public market,
over 50% of MCP clients support only HTTP+SSE and lack
effective support for Streamable HTTP [28]. Second, authen-
tication divergence. Early MCP specifications did not define
a standard authentication mechanism [18], leading servers
to adopt heterogeneous, vendor-specific security methods.
As authentication requirements evolve, deployments must
absorb this heterogeneous authentication ecosystem to pre-
serve compatibility, rather than requiring server developers
to repeatedly re-implement authentication logic.

Challenge 2: MCP evolution causes transport and authen-
tication incompatibilities across versions, fragmenting de-
ployments and increasing compatibility overhead.

The expose-all tool approach. MCP hosts (e.g., LLM ap-
plications or agents) typically inline all tool schemas into
the prompt (§2.2) and rely on the LLM to select tools and

!Measured in our experiments (January 2026) using a tool set derived from
Alibaba Cloud VPC, ECS, and other services.
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Figure 4. The measured impact of tool scale. (a) # tools may exceed the capacity of models. (b) Inlining schemas incurs context
overhead. (c) The scale of the tools leads to huge inference latency. (d) Tool-selection accuracy degrades.

generate arguments. Although state-of-the-art models sup-
port increasingly large context windows, context remains a
constrained resource. Table 1 shows that even models with
1M-token context windows effectively saturate at roughly
600-800 tools. Because the context window must also ac-
commodate history, this expose-all approach fails to scale to
hyperscale tool sets for four reasons. (1) Limited tool capac-
ity. Modern cloud platforms expose a broad range of services
and thousands of distinct operations. Even a single service
category can include hundreds of tools (Figure 4a), making it
difficult for models to accommodate tools from multiple cate-
gories. For example, an agent supporting only Security Cen-
ter Service already requires 921 tools, exceeding the practical
capacity of all frontier models. (2) Excessive schema to-
ken usage. Tool schemas consume a disproportionate share
of the context budget. Inlining just 120 VPC tools requires
over 166k tokens for Qwen models, or more than 56k tokens
even with efficient tokenization (Figure 4b). This verbosity
increases inference cost (Table 2) and crowds out agent tasks.
(3) Prohibitive inference latency. Prompt size grows with
the tools, slowing tool selection and argument generation.
Figure 4c shows that for Qwen3-MAX, mounting 120 tools
already pushes latency (prompting + tool selection + argu-
ment generation) beyond 100s, while 180 tools exceed 200s.
Such delays break interactivity. (4) Degraded accuracy of
tool use. As tool schemas occupy an increasing fraction of
the context, models become less reliable at selecting correct
tools and generating valid arguments, as shown in Figure 4d.
Specifically, the model increasingly selects inappropriate
tools or produces malformed invocations, and, more notably,
refuses to call any tool (no-call rate: 8.0%—19.0%), degrad-
ing agent performance. These failures are analogous to the
well-known “lost-in-the-middle” phenomenon [13, 36].

Challenge 3: The expose-all tool approach does not scale:
large tool sets overwhelm the context window and incur
prohibitive token cost, latency, and accuracy degradation.

Distributing MCP requests across replicas is non-
trivial. To achieve high availability and throughput with
a massive number of tool calls, MCP services typically run
multiple MCP server replicas and must distribute requests
across them. In stateful deployments, MCP servers maintain

session state across requests, so routing must ensure that all
requests in the same session go to the replica holding the con-
text (i.e., session affinity). This requirement makes conven-
tional per-request load-balancing (e.g., round-robin) insuffi-
cient. As a result, hosts/clients often need to implement their
own session-aware load-balancing and health-check/failover
modules, adding development and operational overhead.

Challenge 4: Stateful MCP sessions make load balanc-
ing and replication difficult, requiring session affinity and
failure-aware routing to preserve per-session context.

2.4 Design Goals

Enabling legacy API access via MCP. To address Chal-
lenge 1, the system should expose large-scale API operations
as standard MCP tools without backend refactoring.

MCP server adaptation overhead reduction. To address
Challenge 2, the system must act as a compatibility layer
across heterogeneous MCP transports and authentication
schemes, without modifications to either clients or backends.
LLM context-efficient tool use. To address Challenge 3,
the system should scale tool access to large catalogs without
exhausting the LLM context. The design goal is bounded
context overhead, stable latency and cost, and robust tool se-
lection/argument generation accuracy as the tool set grows.
Request distribution with session affinity. To address
Challenge 4, the system should distribute requests across
MCP replicas while preserving session affinity, without re-
quiring clients to implement session-aware logic.

3 System Design

The MCP needs a gateway system. In the web-service era,
Layer-7 gateways became a foundational building block for
reliable client-server communication by centralizing con-
nectivity management, load balancing, and governance. A
similar shared point is needed in the agent-service era, where
agents interact with heterogeneous tool infrastructures (e.g.,
API servers and MCP servers). Motivated by these needs
and informed by our experience in networked services and
Layer-7 load balancing as a major cloud provider, we design
and deploy the MCP Gateway System. The gateway breaks
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the original direct-connect model by interposing a shared
control point between MCP clients and tool servers.
System overview. The system (Figure 5) comprises four
building blocks across the lifecycle of agent-MCP interac-
tion. The gateway exposes heterogeneous backends, e.g.,
MCP transport variants and legacy APIs, through a unified
MCEP interface, so that a client connects to the gateway as
a single MCP endpoint (§3.1), addressing Challenge 1 and
the transport incompatibility in Challenge 2. On this uni-
fied path, the gateway authenticates the client and applies
identity-based access control at ingress, and authenticates to
backends on behalf of the client at egress, offloading these
common functions from backends (§3.2), addressing the au-
thentication incompatibility in Challenge 2. Instead of receiv-
ing thousands of tools, the agent discovers tools iteratively
via the tool recommendation interface, which returns a small
set of intent-relevant tools (§3.3), addressing Challenge 3.
Subsequent tool-calling requests are routed to backends via
session-aware load balancing. Session state is synchronized
across gateway replicas, so any gateway instance makes
consistent forwarding decisions, preserving session context
under replication (§3.4), addressing Challenge 4.

3.1 Protocol Adaptation for Heterogeneity

Tool backends are heterogeneous at both MCP layers (Chal-
lenges 1 and 2): at the data layer, legacy OpenAPI services do
not implement MCP primitives; at the transport layer, back-
ends diverge across conventional HTTP, HTTP+SSE, and
Streamable HTTP. The gateway therefore provides a unified
protocol abstraction across both layers. (1) API protocol
conversion. To onboard legacy APIs as MCP tools at scale,
the gateway performs adaptation at both layers. At the data
layer, it translates MCP primitives (e.g., List Tools and Call
Tool) into API invocations and normalizes responses to the
MCP tool interface. Each OpenAPI operation is compiled into
exactly one MCP tool. This one-to-one mapping minimizes
tool granularity and reduces ambiguity in tool selection and
argument generation. At the transport layer, it terminates
the client-facing MCP connection and communicates with
each backend using its required protocol. (2) MCP trans-
port bridging. As MCP transport variants and versions
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are not strictly compatible, the gateway bridges between
transport variants (e.g., HTTP+SSE and Streamable HTTP),
enabling interoperability without changes to applications.
(3) Decoupled adaptation layers. The gateway decouples
transport bridging from data-layer mapping, rather than
coupling them in a monolithic translator. Since MCP trans-
ports evolve rapidly (§2.3), this decoupling confines protocol
churn to the transport stage: new transport variants can be
supported without modifying data-layer conversion.

3.2 Function Offloading

In production deployments, existing tool backends often du-
plicate auxiliary logic (e.g., authentication and identity-based
access control), which increases engineering cost and results
in inconsistent enforcement across heterogeneous services.
We therefore adopt gateway-side function offloading: the
MCP Gateway provides these shared functions as common
infrastructure and enforces them on the end-to-end request
path. Via ingress and egress authentication (Figure 5), the
gateway offloads the following functions: (1) Centralized se-
curity enforcement. The gateway exposes a unified authen-
tication interface on ingress and maps authenticated identi-
ties to backend-specific credentials on egress. For backends
without native authentication, it enforces access policies at
ingress and forwards requests over a protected gateway-
backend path, establishing an end-to-end security boundary
without backend changes. (2) Fine-grained tool access con-
trol. The gateway determines tool visibility and invocation
permissions as a function of identity, enabling policy-driven
tool exposure in multi-user MCP services. Overall, this de-
sign reduces backend complexity and ensures consistent
enforcement across diverse tool infrastructures.

3.3 Intent-Driven Tool Recommendation

To avoid exposing the full tool catalog to the LLM context
(Challenge 3), the gateway supports intent-driven tool recom-
mendation (Figure 5): given the intent (e.g., task description
or query context), it returns a small set of relevant tools
from the massive backends. (1) Dual-path indexing. Cloud
tools are described by both natural language and specialized
identifiers (e.g., product and resource names); neither se-
mantic retrieval nor lexical matching alone covers both. The
gateway therefore adopts a semantic—lexical dual-path in-
dex, supporting fuzzy intent understanding while preserving
precise keyword matching. (2) Iterative discovery. Tool dis-
covery is exposed as an agent-invokable interface. The agent
can search iteratively in a loop, with or w/o LLM reasoning.
(3) Deterministic and efficient execution. Instead of re-
lying on an LLM, tool recommendation runs gateway-side
as deterministic, lightweight processing, providing bounded
latency under high concurrency and large tool sets. It is a
clear intelligence boundary: reasoning stays on the agent
side, while the gateway performs deterministic retrieval.
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3.4 Session-Aware Load Balancing

Routing requests from the same session to different back-
ends can violate correctness (Challenge 4). At production
scale, the gateway must also sustain high availability under
horizontal scaling and failover, which makes session-aware
routing a first-order requirement. Accordingly, the gateway
provides session-aware load balancing with three objectives.
(1) Session affinity. Requests within the same logical ses-
sion are consistently routed to the same backend MCP server
instance under replication. (2) Session consistency. Un-
der a replicated gateway deployment, different gateway in-
stances must apply the same session-to-backend mapping,
which consistent hashing [31] alone cannot provide. This
requires consistent routing state to be shared across gate-
way instances. (3) Transparency. Session-aware routing is
enforced within the gateway and is transparent to both MCP
clients and backend servers. These designs preserve session
correctness while retaining the scalability and availability
benefits of horizontal scaling and failover.

4 Implementation

We implement the MCP Gateway on Alibaba Cloud’s produc-
tion Layer-7 load balancing infrastructure: protocol process-
ing and session-aware routing are implemented natively in
Go (~8K LoC), the OpenAPI conversion component is com-
piled into a WebAssembly module (~6K LoC) loaded by the
gateway runtime, and authentication reuses existing L7 load
balancer components. The following subsections describe
how the four design blocks in §3 are realized.

4.1 Cross-Layer Protocol Translation

Unlike conventional L7 traffic, which is routed on hosts,
paths, and headers, MCP routing is body-driven. Tool iden-
tity and arguments are carried in JSON-RPC messages within
the HTTP body, while session identifiers are transport de-
pendent, appearing in headers or SSE streams. The gateway
therefore performs deep body or stream inspection to enable
tool-level routing and track session context.

Protocol conversion for API and MCP. Following the
one-to-one mapping policy (§3.1), the gateway implements
an automatic OpenAPI-to-MCP compilation pipeline. At tool
mount time, the gateway parses the OpenAPI specification
and compiles each operation into an MCP tool definition,
generating MCP-compliant metadata (names, descriptions,
and schemas) from OpenAPI parameters. As a result, legacy
API operations become invocable through standard MCP
primitives (e.g., List Tools and Call Tool). The pipeline ap-
plies a deterministic rule-mapping, compiled and constraint-
checked at mount time (fail-fast); specs lacking semantics
are enriched by an offline LLM pass, keeping the serving
path deterministic.

Multi-stage request routing. MCP services use HTTP+SSE
or Streamable HTTP, while legacy OpenAPI services are ex-
posed as MCP tools via protocol conversion. Upon receiving a
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request, the gateway resolves the execution target and trans-
port through a staged routing pipeline that parses the tool
invocation request in both header and body, annotates it
with backend/transport metadata, rewrites it into a backend
operation (e.g., protocol conversion for API and MCP), and
forwards it to the selected backend. The gateway terminates
client connections and (re-)establishes backend connections
according to the resolved transport, keeping the MCP client
thin as transports evolve. This staged structure realizes the
decoupling principle in §3.1: new transports are supported
by extending individual routing stages, without changing
data-layer conversion or end-to-end integration.

4.2 Authentication and Tool Access Control

As an instantiation of function offloading (§3.2), the gateway
currently offloads two security functions from backends:
authentication and fine-grained tool access control (Figure 6).
Authentication with ingress/egress management. Each
client and backend uses heterogeneous credential schemes;
pairing them directly would reintroduce an NXM integration
problem at the credential level. The gateway implements a
two-stage model. On ingress, it authenticates client requests
and establishes a stable identity using standard methods (e.g.,
API keys, OAuth, and JWT). On egress, it integrates backend-
specific authentication requirements by mapping the estab-
lished identity to the credentials and formats expected by
each backend (e.g., API keys, tokens, or OAuth-based flows).
The gateway provides a security boundary by restricting
backend access to gateway-managed channels at ingress.
Fine-grained tool access control. The gateway enforces
identity-based, tool-level authorization consistently across
heterogeneous backends by centralizing authentication man-
agement. Specifically, it grants the access of List Tools, Call
Tool, and the meta tool Tool Search (discussed in §4.3) to each
authenticated user, ensuring that each authenticated user
can only discover and invoke tools permitted by policy.

4.3 Hybrid Tool Recommendation

The gateway realizes intent-driven recommendation (§3.3)
by selecting intent-relevant candidates with deterministic
execution; the host then invokes tools through the standard
LLM loop over this reduced set.

Interface for tool recommendation. To realize agent-
driven discovery, the recommendation capability must be
invocable from the agent tool-calling loop. The original MCP
List Tools does not support query- or constraint-based input
as retrieval parameters, limiting the functionality of tool



Scaling LLM Agent Tool Access: The MCP Gateway

= Query — (B
N X |V
SPENSE Sparse Index 2 v
Dense — AP ANN
N x Id |_’_|
Dense Vectors | Retrieve Outer Join
v
RRF Ranking
v
A Top-K

Offline (Indexing) Online (Retrieval)

Figure 7. Hybrid tool retrieval engine

recommendation interfaces. Extending List Tools with ad-
ditional parameters would reduce compatibility and lead
to inconsistent behavior across MCP implementations. To
maximize ecosystem compatibility while enabling tool rec-
ommendation, the gateway exposes a Tool Search interface
as a standard MCP tool. This tool is always included in the
tool list returned by List Tools primitive, allowing the host to
discover tools by calling a tool. The host submits a query via
Call Tool and receives a subset of relevant tools in response,
with the same structure as the tools returned by List Tools.
Semantic and lexical indexing and matching. The tool
retrieval engine incorporates offline indexing and online
matching (Figure 7). Offline, at tool mount time, the gateway
extracts textual fields (e.g., tool name and description) and
constructs two complementary indexes: (1) a dense index
that embeds tool texts into d-dimensional vectors with a pre-
trained encoder, enhancing recall for paraphrases and fuzzy
intents; (2) a sparse full-text index over the tool vocabulary,
strengthening exact matching for tool names, resource iden-
tifiers, and parameter terms. At query time, the two paths
retrieve candidates independently, via approximate nearest-
neighbor (ANN) search on the dense index and BM25 scoring
on the sparse index. The engine then outer-joins the two
candidate lists and fuses them with Reciprocal Rank Fusion
(RRF), scoring each tool by the sum of its reciprocal ranks
with a smoothing constant, and returns the top-K tools.

Formally, each retrieval path returns L candidates (L=120).
A tool t in the union is scored by

1[l' € Cl]

RRFj + rank; (1) &

score(t) =

i€{dense, sparse}

where rank; () is the rank of ¢ in C;, RRFx=20 is the smooth-
ing constant. The dense path uses cosine similarity; the
sparse path uses BM25 (k;=1.2, b=0.75). Both the dense and
sparse indexes are constructed from tool names, descriptions,
and top-level parameter names; the sparse path also splits
camelCase identifiers and removes stop words.

4.4 Stateful Request Routing

Elastic scaling and session-aware routing. MCP servers
are deployed as multiple replicas behind a service endpoint,
and the gateway itself runs as multiple instances. For state-
less deployments, each request can be routed independently
to any healthy replica. The rest of this subsection describes
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how the gateway enforces session affinity and consistency
(§3.4) for stateful deployments (Figure 8).
State synchronization via centralized store. A sin-
gle logical session spans two identifiers: Session-ID:
Frontend, generated by the gateway toward the client, and
Session-ID:Backend (®), assigned by the backend MCP
Service. Any gateway instance serving the session must re-
solve this mapping consistently. The gateway stores the map-
ping in a centralized Session Metadata Store (S in Figure 8).
The MCP Gateway ((©) terminates client ((©) connections
and establishes backend connections to MCP Services () on
demand. When a client session is created, the gateway gener-
ates a Session-ID:Frontend, caches it locally, and creates a
record in the Session Metadata Store ((8)). When subsequent
requests trigger access to a specific MCP Service, the gate-
way establishes the backend session on demand, obtains the
Session-ID: Backend, and writes/updates the mapping be-
tween Session-ID: Frontend and Session-ID: Backend
in the Session Metadata Store. If later requests of the same
session are load-balanced to a different gateway instance,
the instance can retrieve the mapping from the store and
continue using the backend session, preserving session con-
sistency during scaling events or failover, without any point-
to-point synchronization among instances.
Hash-based session affinity in segmented deployments.
The gateway and MCP services are operated and scaled inde-
pendently as two tiers; the gateway does not track instance
churn inside each service. Since the frontend session is es-
tablished before the backend session, the gateway computes
a Routing-Hash after generating Session-ID:Frontend,
and places it into an HTTP request header on the Gate-
way -> Service path as the key for intra-service forward-
ing. The gateway system uses a hash instead of propagat-
ing the original session identifier to hide the raw identifier
across the gateway—compute boundary and reduce coupling.
Routing-Hash is stored as part of the session metadata, to-
gether with Session-ID:Frontend and its corresponding
Session-ID:Backend. This allows any gateway instance
that later takes over the session to reuse the same routing key,
preserving session affinity and cross-gateway consistency
across requests. Each MCP Service exposes a single domain
endpoint and applies stateless consistent hashing [31] to the
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Routing-Hash (®) inside the service, mapping requests sta-
bly to a specific backend MCP server. Only a small fraction
of sessions should be re-established by the gateway when
the backend service scales or fails.

Long-lived connection bridging with Pub/Sub. Differ-
ent transport modes impose different constraints on session
consistency. For Streamable HTTP, connections are request-
scoped, even with streaming, the channel terminates after the
response completes, so a reply can always be returned by the
gateway instance that received the request. In contrast, un-
der HTTP+SSE, the client establishes a long-lived, instance-
bound SSE channel to a specific gateway instance; all server-
to-client events must be delivered through that channel. This
creates a mismatch in a multi-instance gateway, as subse-
quent requests carrying the same Session-ID:Frontend
may be load-balanced to a different gateway instance that
does not own the SSE return path, and thus cannot deliver
responses to the client.

To resolve this, we implement a lightweight cross-instance
coordination layer based on a centralized Pub/Sub channel.
The key idea is to explicitly separate where a request is pro-
cessed from where a response must be returned. Upon receiving
arequest, the gateway determines whether the local instance
owns the required return path; if not, it forwards either the
request or the response across instances via Pub/Sub. Specif-
ically, when the frontend uses SSE, requests are redirected
to the gateway instance that holds the client-gateway SSE
channel; when the backend uses SSE, responses are redi-
rected to the instance that must return the HTTP response.
This bridging is activated only when a cross-instance path
discontinuity would otherwise occur, in all other cases, re-
quests and responses are handled locally.

5 Deployment

Production Scale. MCP Gateway has operated continuously
in production for more than 11 months across more than
five Alibaba Cloud regions. Over this period, tens of thou-
sands of gateways have been deployed. Each gateway runs
as multiple instances and scales out as its workload grows,
so the total number of instances is several times the number
of gateways. Session state is synchronized only among the
instances of the same gateway; the overhead thus depends
on a gateway’s instance count, not on the total deployment
size. The OpenAPI conversion module supports OpenAPI 3.0
and 3.1 and has been validated on more than 20,000 OpenAPI
operations across 315 Alibaba Cloud products. The largest
observed per-user mount reaches thousands of tools.

6 Evaluation
6.1 Evaluation Setup

Environment. Gateway pods (2 cores, 4 GB each) run on
Intel Xeon Platinum 8369B servers; the tool retrieval engine
runs separately on 4-core, 16 GB, 50 GB-storage machines
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Table 3. Tool selection time cost, Qwen3-Plus

Avg (ms) P50 (ms) P95 (ms) P99 (ms)
Top-15 6236.96 5527.63  12399.04 15666.76
Top-30 8310.92 7683.10  14855.51  16344.22
Top-60 14364.14  14208.26  21085.03  25581.55
Expose-all  55662.68 55029.86 59962.32  67936.70
Table 4. Token consumption, Qwen3-Plus
Avg (k) P50 (k) P95 (k) P99 (k)
Top-15 21.22 20.67 28.29 43.75
Top-30 39.54 39.68 56.48 62.57
Top-60 79.75 81.56 105.70 121.66

Expose-all 505.86 507.29 511.38 512.56

and scales independently. We evaluate in two settings. Pro-
duction evaluation demonstrates scalability in one of our
largest clusters and tool retrieval on production tool sets.
Controlled evaluation runs in a separate cluster for concur-
rent session traffic stress testing and for baseline comparison
by replaying production workloads, since online traffic lacks
ground truth and the baselines cannot serve real tenants.
Workloads. Alibaba Cloud: up to 3,616 tools from our pro-
duction catalog and 4 production traces over VPC, ECS and
SLB services, representing typical user traffic. ToolBench [51]
(up to 640 tools): a public benchmark for comparability.
Baselines. (1) RAG-MCP [23]: dense embeddings only; (2)
ToolLLM [51]: retriever fine-tuned on ToolBench; (3) BM25:
sparse retrieval; (4) Expose-all: no retrieval, all tools inlined.
Protocol and Metrics. The retriever returns Top-15, from
which the LLM selects one. We report Recall@15 (ground
truth in candidates, §6.3), selection accuracy (LLM picks the
target tool, §6.2), and completion time and token usage (§6.2).

6.2 Agent Tool Selection Performance

Tool selection accuracy on cloud-scale tools. Any re-
trieval and selection pipeline cuts tokens and latency; we
first investigate whether it could preserve or improve the ac-
curacy over the expose-all approach. As shown in Figure 9b
and 9d, the accuracy of the expose-all approach degrades as
the tool pool grows: on ToolBench, the selection accuracy
drops from 92.4% at N=15 to 78.2% at N=640, which is worse
than all retrieval-based methods; on Alibaba Cloud tools, it
exceeds the LLM context window at N>752 and becomes in-
feasible for benchmarking. In contrast, retrieval-based meth-
ods maintain feasible accuracy, at N=3,616, Hybrid achieves
81.6% versus 72.1% for RAG-MCP and 70.6% for ToolLLM.
Thus, the hybrid retrieval we applied achieves scalability and
benefits most for accuracy.

Tool selection latency and token cost. Figure 10 shows
that the end-to-end agent tool use completion evaluation
follows the Agent—-MCP Gateway-Tools path and uses repre-
sentative cloud tools and production user traffic (VPC, ECS
and SLB tools) as a reference point. The gateway hosts O(1k)
tools for cloud resource operations. In the expose-all setting,
the agent selects the target from 372 tools, since it cannot
scale to O(1k) tools. In the retrieval-based setting, the agent
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selects tools from the recommended list (Top-15, 30, 60), and
then issues tool calls through the MCP Gateway. As shown
in Table 3, on average, Top-15 reduces time cost from 55.7s
(expose-all) to 6.2s, a reduction of 8.9%. Table 4 indicates
that token consumption decreases from 505.86k to 21.22k,
a reduction of 23.8X. On tail latency, Top-15 reduces P95
from 60.0 s to 12.4 5.2 The agent can benefit this only if the
retrieval maintains high recall.

6.3 Hybrid Tool Recommendation

Latency and recall at scale. Figure 11 shows that latency
remains stable from O(0.1k) to O(10k) tools. Across differ-
ent retrieval result set sizes, i.e., Top-5, Top-10, Top-15, and
Top-1000, the retrieval process complete within 202-243 ms,
which is bounded. As illustrated in Figure 12, recall also re-
mains high as the tool set grows. Note that, as the mounted
tool set increases from 394 to 3616 tools, Top-15 retrieval can
still achieve over 98% recall. It further shows a recall gain
when expanding the recommendation set from Top-10 to
Top-15. This indicates Top-15 is an effective result set size for
tool recommendation. Beyond these, our production traces
reveal additional types of weak-semantic queries (e.g., ID-
only requests). The semantic signal of these requests is too

“The reported latency measures the interval from the agent initiating tool
recommendation to the gateway receiving the subsequent tool-call request.
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Figure 13. API conversion overhead: online request conver-
sion (a, b) and offline tool generation (c).

weak for retrieval. We report this observation and production
optimization as (Lesson 4) in §7 .

Comparison with retrieval baselines. On ToolBench (Fig-
ure 9¢ and 9d), ToolLLM achieves the best recall across all
sizes, since ToolLLM’s retriever was trained (fine-tuned) over
ToolBench datasets. However, this advantage does not trans-
fer on other domain, if we do not re-tune it. On Alibaba
Cloud tools (Figure 9a and 9b), ToolLLM’s recall drops as
the tool pool grows, falling to 78.6% at N=3,616, below its
performance on ToolBench. In production, the tool set may
change according to tenants continuously, such re-tuning
may become impractical, because every update requires data
generation, retraining, and redeployment.

Without fine-tuning, the hybrid retrieval consistently out-
performs on Alibaba Cloud tools. At N=3,616, Hybrid main-
tains 98.2% Recall@15 while RAG-MCP (dense-only) drops
to 83.1%, ToolLLM to 78.6%, and Sparse (BM25) to 67.7%. The
advantage of combining semantic and lexical matching is
good at large scale. For the cloud tools, dense embeddings
capture intent-level information, while BM25 preserves ex-
act matches on resource identifiers and parameter names.
On ToolBench, where tool descriptions are more generic,
the hybrid approach still matches or slightly outperforms
RAG-MCP (97.5% vs. 95.5% at N=640).

6.4 Gateway Overhead and Scalability

API conversion overhead is negligible. For the online
part, Figure 13 reports the latency of converting an MCP
tool call request into the corresponding API invocation on
the gateway. Payloads vary from 2-100 JSON fields and 1-
100KB bodies. As shown in Figure 13a, for typical requests
with fewer than 20 fields, the median conversion latency
stays below 35 ps. For the largest payload with 100 fields, the
P50 latency is 143 ps. Figure 13b shows that the conversion
scales linearly with body size. Figure 13c reports the offline
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Figure 15. The scalability of the MCP Gateway

conversion that generates MCP tools from API specs. For a
large one of 16.7 MB, generating 1,334 tools takes only 2.75s.
The conversion time grows linearly with the number of tools,
it runs once per registration, the cost can be amortized.
Session-aware routing dominates per-request cost. Fig-
ure 14a shows that stateful routing adds substantial overhead,
even before horizontal scale-out. With a single gateway in-
stance at ~100 QPS (under stress with concurrent sessions),
the mean RT is 4.59 ms with P50/P90/P99 of 4.41/5.02/6.81 ms.
Session Management—session-affinity lookup and routing—
dominates the cost, contributing 3.45 ms on average (75% of
mean RT) and 4.07 ms at P99, while the Protocol Pipeline
(transport parsing and MCP dispatch) costs 1.14 ms. At this
load, the stateful instance already consumes 85.3% CPU, ver-
sus 27.2% for the stateless one.

Cross-instance misses amplify latency. As the gateway
scales out, this overhead grows. With four instances, mean
RT rises to 16.26 ms and P99 reaches 55.61 ms, about 8x the
single-instance P99, with Session Management P99 grow-
ing from 4.07 ms to 37.55 ms. The increase comes mainly
from session data misses. When the requests of a session
are distributed to an instance that does not hold the session,
the gateway must fetch session metadata from the store.
With two instances, P50 latency remains low as the single-
instance while P90 increases to 23.58ms, with four instances,
the latency rises further and makes P50 to 12.87ms. We can
compare this with stateless ones in (Figure 14b), across in-
stance counts, mean RT stays within 2.76-2.81 ms, P99 below
3.3 ms, and CPU around 27%. While the centralized store en-
ables stateless scale-out, it places the latency bottleneck on
the miss path, especially for MCP traffic, where we observe
a 2X read/write amplification to the store (§7).

Elastic scale-out with stable RT. Figure 15 shows a produc-
tion trace from one of our largest clusters. It shows that the
gateway maintains stable response time (RT) around 7 ms.
As load increases, the gateway scales out on CPU pressure,
at 20:50:52, after traffic rises around 20:30 and per-instance
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CPU increases from ~20% to ~30% (Figure 15a), the cluster
scales and drives CPU back toward the ~20% steady level
without sacrificing RT. A second scale-out occurs at 21:35:00
under a QPS-driven CPU increase, again with stable RT. Note
that the RT spike around 20:30:00 is due to a backend scale-
out failure causing request backlog on the gateway, rather
than a limitation of the gateway scaling.

Each instance caches session metadata locally. It accesses
the centralized store only when (i) a new session first lands
on it, or (ii) a newly added instance first sees an existing
session. Figure 14 stresses the gateway with concurrent new-
session traffic. Figure 15 shows that in production, a session
carries more than one request, so the cost of the first miss is
amortized over subsequent requests. Scale-out adds only a
few instances as needed (typically 1-4). As a result, RT stays
flat across scale-out events.

7 Lessons Learned from Deployments

Lesson 1: Coordination for session consistency. In pro-
duction, we observed that when both frontend and backend
sessions use SSE, a session is initialized on one gateway in-
stance while subsequent tool calls can be routed to others
(Figure 16a). To preserve correctness, the deployment relies
on a centralized coordination module (e.g., a session store
such as Redis plus Pub/Sub). In the worst case, handling only
three MCP requests (one initialization and two Call Tool re-
quests) triggers six interactions with the centralized module
(®E®®W®), making it both a bottleneck and a reliability
risk point. Moreover, it introduces a hard external depen-
dency, increasing cost and coupling the gateway SLA to the
external store and messaging system. An alternative is fully
distributed synchronization among gateway instances, but
it is complex and can generate substantial synchronization
traffic, especially under elastic scaling.

However, there is a property of MCP traffic, the gateway-
assigned Session-ID should be carried by the MCP client
on every subsequent request. This makes the Session-ID
an effective signal for routing and coordination. Our sys-
tem is evolving toward a Session-ID encoding approach (not



Scaling LLM Agent Tool Access: The MCP Gateway

1 Instance 2 Instances 4 Instances

I w/o long-lived conn 100 100
B w long-lived conn

°"Avg P50 P90 P99 ° Avg P50 P90 P99  Avg P50 P90 P99

Latency (ms)

Figure 17. Latency w/o and with long-lived connection

= Pair <Intent, Tool Set> Igl -— B3 Query
A @Tools
evict [0 @ools
| (@ Cache Hit
LRU Cache '? Retriever
t
nsert @
sz Knowledge Cache
e ®onac @Tolp-K Miss

Set <Tool DAG> Hybrid Retrieval Engine

Figure 18. Semantic cache

yet deployed at scale). As shown in Figure 16b, during ses-
sion establishment, the gateway encodes an owner hint (e.g.,
an instance identity) into the Session-ID returned to the
client. When a later request of the same session arrives at a
different gateway instance, the receiving instance decodes
the Session-ID to locate the owner and coordinates with
that instance if needed. Despite being fully distributed, this
design keeps synchronization overhead bounded.

Lesson 1: Centralized session stores become the bottleneck at
scale; exploit identifiers the protocol already carries—encode
ownership into the Session-ID.

Lesson 2: Long-lived gateway—-backend connection. A
naive design was initially adopted to simplify implementa-
tion: the gateway did not maintain persistent connections to
the backend. Each tool call triggered a full connect-initialize—
invoke sequence, followed by session and connection termi-
nation. Deployment measurements show that this design in-
troduces substantial user-aware latency. From the client per-
spective, a tool call is a single request, but the naive design ex-
pands it into three gateway-backend interactions. As shown
in Figure 17, without long-lived gateway—-backend connec-
tions, the 4-instance tail latency exceeds 100ms. The lesson is
that, when the backend requires long-lived connections and
sessions, the gateway should absorb this complexity to avoid
overhead on the critical path. After the redesign, long-lived
gateway—-backend connections reduce mean/P90/P99 latency
by up to 51.7%/55.7%/56.5%.

Lesson 2: When backends require long-lived connections,
the gateway should absorb that complexity.

Lesson 3: Semantic caching for tool recommendation.
Users often describe an end goal in natural language, while
successful execution often requires a tool-calling chain with
strict prerequisites. For instance, creating an Application
Load Balancer typically requires creating and configuring a
VPC and VSwitch first. This exposes a limitation of semantic-
similarity-only tool recommendation, it may retrieve the
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Table 5. Knowledge Cache evaluation. Prereq. Completeness
measures the fraction of queries whose all prerequisite tools
are retrieved. Extra RTTs and Tokens are per-query averages
incurred by iterative LLM discovery.

Set Method Compl.(%) +RTTs +Tokens
Set-1 Baseline 29.1 0 0
(394 tools) Discovery 73.3 1.03 114

Know. Cache 100.0 0 0
Set-2 Baseline 24.5 0 0

Discovery 56.1 1.00 110
(3616 tools) Know. Cache 100.0 0 0

target tool but miss its prerequisite tools. When prerequi-
sites are missing, the agent-side LLM must discover them at
inference time by issuing additional retrieval-tool calls, each
incurring an extra LLM round-trip, added latency, and token
overhead. As dependency chains grow deeper, this iterative
discovery compounds, each step has an independent success
rate below or around 90%, so the probability of recovering
the full chain decays exponentially with depth.

(1) Knowledge Cache. To eliminate the above failure, the
MCP Gateway introduces a Knowledge Cache that precom-
putes prerequisite chains from the tool schemas (Figure 18).
At indexing time, the gateway analyzes dependencies across
the tool corpus and builds tool chain DAGs via topologi-
cal sort. At query time, after the retrieval engine returns
candidate tools, the Retriever looks up each candidate’s pre-
requisite chain in the Knowledge Cache and combines the
prerequisite tools into the final result, so the agent receives
an executable chain in one shot, with no additional LLM
round-trips needed. As shown in Table 5, the Knowledge
Cache achieves 100% prerequisite completeness on both sets
with zero extra RTTs and zero extra tokens, while iterative
LLM discovery requires ~1 extra round-trip per query on
average. Also, the success rate can drop to 0% completeness
at chain depth >5 in our production measurements.

(2) LRU Cache. We observed that online queries exhibit
strong semantic skewness, where a small set of similar
queries dominates. We cluster the query intents in a represen-
tative production trace into 224 clusters, and the top 10 clus-
ters account for 80.2% of the traffic. The MCP Gateway adds
an LRU semantic cache for (Intent, Tool Set) pairs to bypass
external retrieval on cache hits. Even a small cache (e.g., 64
entries) speeds up retrieval by up to 2.29x under varied work-
loads with negligible recall loss (only related to the semantic
characteristics of query workloads) (Figure 19a, Figure 19b).
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Lesson 3: Semantic alone cannot recover tool dependencies;
precompute prerequisite chains offline and cache skewed
intents for low latency.

Lesson 4: Query rewriting for domain-specific, under-
specified intents. In practice, many user queries are weak at
semantic. A common case is an ID-only query that contains
just an identifier string (e.g., an instance or user ID). Such in-
puts carry little semantic signal, while tool descriptions are in
natural language. This mismatch destabilizes retrieval-based
tool recommendation, as the system cannot reliably infer the
target entity or intended action from an identifier alone. To
address the mismatch, as shown in Figure 21, a sequence of
optimizations is introduced, improving Top-15 Recall from
80.8% (00) to 82.4% (0O1), 99.5% (02), and further to 99.7%.

We first implement an LLM-based Rewrite-Agent to rewrite
the input into a normalized, domain-aware intent before tool
recommendation (Figure 20). Given a fixed prompt template,
it converts the raw query into an Intent that better matches
tool descriptions, and the retrieval engine then recommends
the Top-K tools based on the intent (O1 in Figure 21). The
key is entity normalization, mapping identifiers and other
non-semantic strings to an abstract entity type used in tool
descriptions (e.g., rewriting an instance ID into an intent
targeting a compute instance).

However, a general Rewrite-Agent often performs poorly
for ID-only queries because it lacks domain knowledge. Iden-
tifier formats, object taxonomies, and naming conventions
vary across services, and the model may map an identifier
to the wrong entity type, which directly degrades recall. To
address this, we first encode domain knowledge as a set of
rewrite rules in the Rewrite prompt. These rules map com-
mon identifier patterns to entity types, steering the Rewrite-
Agent to produce intents that align with tool descriptions.
With rule-guided rewriting, the Top-15 recall of tool recom-
mendation increases to 99.5% (02 in Figure 21).

Li et al.

Maintaining such rules manually does not scale. We there-
fore design an RE-Agent (Rule-extraction agent, Figure 20)
that automatically extracts rewrite rules from tool descrip-
tions. Each rule maps an identifier pattern to an entity type.
We inject the extracted rules into the Rewrite prompt to guide
normalization, and then let the Rewrite-Agent produce the
final Intent. This automated, rule-guided pipeline improves
tool recommendation for ID-only and weak-semantic queries
and maintains Top-15 recall of 99.7% (Auto in Figure 21).

Using the final configuration (Auto), we analyze multiple
production traces where the gateway serves O(1k) cloud
operation tools (including MCP tools and API operations),
and agents rely on tool recommendation for tool discovery
during task execution. Figure 22 shows consistently high
recall, Top-10 recall exceeds 96%, Top-15 and larger recom-
mendation sets exceed 98%.

The offline rule extraction cost is amortized over the Q
queries between two tool-set changes; the per-query cost of
the pipeline is

Cextract (AN ) + Cdeploy

Q

where Cexiract grows only with the changed tools AN. In
our measurements, a full pass over 3,616 tools takes ~60
s and yields ~200 rules. The online rewriting adds a me-
dian of ~560ms. The cost is not very high. This is because a
small ~3B activated MoE model suffices, and the KV cache of
shared rules can be reused across queries. This cost avoids ex-
tra LLM tool selection round-trips (Table 3), which are more
expensive. Currently, the rewriting is enabled per tenant
if their workflows contain ID-only/weak-semantic queries;
otherwise queries use plain hybrid retrieval.

CRE-Agent = + Crewrite + Cretrieval (2)

Lesson 4: Under-specified queries need domain knowledge,
and that knowledge can be extracted automatically.

8 Discussion

Cloud gateway design choices. We implemented the pro-
tocol conversion using WebAssembly (WASM). This isolates
the pipeline from the host, ensuring that each stage remains
modular for fast-evolving requirements. We deployed the
MCP integration in the cloud rather than alongside the client,
so credentials can be managed securely instead of being dis-
tributed to clients. Also, services and the retrieval engine
scale independently without the agent being aware of it.
OpenAPI conversion limitations. Currently, pagination
and polling can be handled by the agent via multiple calls,
but callbacks initiated by a backend cannot be received by
the gateway. We plan to implement an event-bridging layer
on the gateway to address this limitation.

Future work for security bridging. Bridging ingress and
egress authentication makes the gateway a trust boundary
that holds backend credentials on behalf of agents. Current
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Table 6. Comparison with open-source and commercial gate-
way systems (October 2026). @ supported, @ partial, O absent
or undocumented.

API Transport Auth Search Session
MCP Gateway [ ] [ ] [ ] [ ] [ ]
AgentCore [2] [ ) o [ [ [
Microsoft [42] [e) o [ (@) [
agentgateway [3] [ ) [ [ ) (@) [
LiteLLM [17] [ J o [ [ [
ToolHive [20] (@) [ [ [ [

mitigations include fine-grained access control. Our next
steps involve isolating credential storage by decoupling traf-
fic forwarding from credential management and supporting
credential rotation to secure the system.

9 Related Work

L7 Load Balancers and Gateways. L7 gateways and load
balancers are widely deployed in cloud environments. Prior
systems work has studied L7 load balancing and gateway
designs in production settings [45, 53, 66]. There are also
open-source L7 gateways and load balancers (e.g., NGINX
and Envoy) [8-11]. L7 load balancers and gateways primar-
ily make routing decisions based on HTTP metadata (e.g.,
host, path, and headers) and typically treat request bodies
as opaque. As a result, they do not natively support pars-
ing JSON-RPC payloads required by MCP, and they can-
not directly differentiate tool-invocation requests or have
protocol-level capabilities without non-trivial extensions.
LLM Agent Infrastructures. Agent infrastructure work
studies efficient execution and serving of LLM-based appli-
cations, including serving systems for LLM inference [32,
50, 73] and scheduling inference engines for agentic pro-
grams [1, 12, 15, 34, 37, 57]. Orthogonal to our focus on
scalable tool access for agents, Cortex [52] reduces latency
and cost for remote knowledge/data access in LLM agents via
semantic-aware caching, whereas our MCP Gateway focuses
on scalable tool access, multi-version MCP transport sup-
port, and routing across heterogeneous tool servers. Another
line of work focuses on agent architectures, such as memory
management [44, 69, 74], reasoning frameworks [65, 71, 72],
and agent runtimes [41], to improve task performance and
robustness. The MCP Gateway targets the tool-calling in-
frastructure, providing efficient and scalable tool access.
Other studies improve tool selection and argument gener-
ation [46, 51, 54] and enhance tool-calling reliability under
large tool sets [23]. Recent MCP-related studies examine
protocol adoption, reliability, and security [29].

MCP Integration gap analysis. As shown in Table 6, paral-
lel to the development and deployment of our MCP Gateway,
open-source and commercial systems [2, 3, 17, 19, 20, 39, 42]
have also adopted MCP integration to standardize agent tool
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access. Our work is beyond merely handling the MCP pro-
tocol layer; its value lies in its design and measurements
tailored to actual MCP workloads and scenarios.

In terms of capabilities, API conversion and authentica-
tion are now common; the key difference lies in the gran-
ularity. The first gap is the transport protocol conversion,
particularly enabling interaction between HTTP+SSE and
Streamable HTTP. agentgateway [3] and our system achieve
this. LiteLLM [17] supports this by reconstructing a session
for every call, which introduces overhead according to our
measurements. AgentCore [2] and the Microsoft MCP Gate-
way [42] support single or latest transport. The second is
session-aware routing. To the best of our knowledge, MCP
Gateway is the first work to present the design and mea-
surements of session affinity and session consistency while
decoupling scaling of the gateway layer and the MCP ser-
vice layer. Furthermore, our system handles SSE bridging
across multiple gateway instances and backends as a part
of session-aware routing. The third is the retrieval engine.
ToolHive [20] and our system offer hybrid retrieval. Our
advantage comes from production workloads and the corre-
sponding components, e.g., RE-Agent and Knowledge Cache.

10 Conclusion

Deploying MCP services at cloud scale is not a drop-in
change, and traditional L7 load balancers cannot be directly
applied to MCP. This motivates the MCP Gateway System.
The protocol adaptation module translates across multiple
protocols and connects agents to large-scale legacy API
servers, addressing tool provider-side integration. Gateway-
side function offloading centralizes fine-grained access con-
trol via ingress and egress authentication and reduces the
burden on MCP developers. Tool recommendation provides
efficient and scalable tool selection, reducing agent tool se-
lection time and token usage, and addressing the agent-side
challenge of accessing massive tools. Session-aware routing
enables replicated MCP backends and elastic gateway scale-
out for stateful deployments, while the gateway achieves
low processing latency by supporting long-lived sessions.
Our results show that the MCP Gateway enables massive
tool access and scales agent tool access in production.
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