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Abstract

Amid mounting incidents of network failures, cloud service
providers are placing increasing emphasis on reliability engi-
neering. Leveraging their capabilities in text understanding
and reasoning, Large Language Models (LLMs) have been
integrated to assist conventional cloud network reliability
tools. However, deploying an LLM-powered reliability engi-
neering assistant to cloud overlay networks is significantly
challenging due to the scale, complexity, and intricate cou-
plings of cloud overlay network components. In this work,
we present Dasheng, an LLM-powered reliability engineer-
ing assistant for cloud overlay networks. Dasheng extends
the standard assistant paradigm with an iterative, multi-
step tool interaction mechanism to fit the characteristics of
cloud overlay networks. Dasheng has been deployed on a
production cloud for two years. To date, it has been used
by 1,450 engineers for approximately 70k invocations. Most
Dasheng invocations complete within 3-100 seconds, and
reduce case resolution time by up to 97%. In 92% of evaluated
cases, Dasheng produces useful outputs that materially assist
engineers.
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work reliability.
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1 Introduction

Unreliability events [1, 7, 15, 34] in cloud networks emerge
frequently and bring huge economic and reputational loss.
Hence, maintaining the reliability of cloud overlay networks
has always been a top priority and challenging for cloud ser-
vice providers [13, 18, 51], particularly as their scale and com-
plexity continue to grow. The cloud overlay networks [21, 25]
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Figure 1. Paradigm of LLM network assistant.

are a logical network layer built on top of the physical in-
frastructure using virtualization technologies. Analyzing re-
liability in cloud overlay networks involves far more dimen-
sions [19, 53], including the massive scale and heterogeneity
of cloud overlay network components, the coupling relation-
ships among overlay components and with the underlying
physical network, and the interactions between tenants shar-
ing segments of the overlay infrastructure (§2.1).

To ensure high reliability, engineers must perform tasks
such as alert triage, change risk assessment, and failure recov-
ery, collectively referred to as reliability engineering (§2.2).
For specific network components and architectures, cloud
service providers already offer extensive tools for reliability
engineering [16, 42, 43, 52], such as network topology dis-
covery, network reachability diagnosis, etc. There are also
lots of networking specialists with deep knowledge of par-
ticular network segments. However, due to the complexity
of cloud overlay networks, there exists no single expert with
comprehensive visibility across the entire cloud overlay en-
vironment. Even for experts, the ability to correctly identify,
effectively apply, and accurately interpret tools for reliability
engineering tasks is not guaranteed. The pervasive blind
spots pose significant challenges to reliability engineering.

A reliability engineering assistant that automatically lever-
ages existing reliability tools to support cloud overlay re-
liability tasks is highly desirable. Given task descriptions
provided by engineers, such an assistant can automatically
interpret the requests, invoke relevant tools, and analyze
their outputs. Engineers can thereby complete reliability
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tasks without comprehensive knowledge of the entire cloud
overlay network. Our prior system iterations (§2.3) have
shown that building such an assistant through manual rule
engineering alone entails prohibitive effort.

Large Language Models (LLMs) offer a promising alterna-
tive for such an assistant. To the best of our knowledge, a
paradigm [11, 20, 35, 47, 48] has been established for LLM-
powered network assistants that integrate multiple tools for
reliability engineering. As illustrated in Fig. 1, upon receiv-
ing user queries, the assistant analyzes the queries into two
parts: user intent and instance context. User intent refers
to the high-level goal of users while the instance context
denotes the target network instance set involved in the task,
which may change according to the task’s progression. Using
user intent and instance context, the relevant tools are called
according to the selected Standard Operating Procedures
(SOPs). The reliability engineering assistant then analyzes
the tool outputs and returns the final results to users.

However, our practice in production networks has shown
that simply reusing the paradigm is insufficient to address
the challenges encountered in cloud overlay networks. The
specific reasons are as follows:

e Multi-Team-Induced Intent Ambiguity. The intent ex-
pressed in user queries is inherently shaped by the sub-
mitter’s role. For example, the same packet-loss incident
may be reported as instance network sluggishness by an
elastic compute service (ECS) engineer, as unreachable
real servers (RS) by a server load balancer (SLB) engi-
neer, or as degraded business performance by a tenant.
Without knowing the submitter’s role, an LLM cannot re-
liably determine that these descriptions refer to the same
fault and invoke the appropriate tools. Our overlay net-
work comprises 64 distinct components, far more than in
conventional physical networks. Engineers from different
component teams differ substantially in how they under-
stand the network. In addition, cloud overlay networks
serve tens of thousands of tenants from diverse industries
and backgrounds, who further describe the cloud problems
from their own perspectives. Moreover, under operational
pressure, engineers tend to submit extremely terse queries,
e.g., an instance ID with no further description.

Coupling-Complicated Instance Context Retrieval.
In practice, the instance cited in an initial alert or failure
report often differs from the actual root-cause instance.
For example, a user may report an ECS instance failure,
while the fault actually lies in a failure on a related SLB,
or report datapath packet loss, while the root cause is an
invalid configuration from a network controller. The three
types of complex coupling relationships among overlay
instances (§2.1) make it especially difficult to identify all
instances relevant to the initially reported target. Further-
more, cloud overlay networks are highly elastic. Hence,
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there are frequent configuration changes which continu-
ally alter coupling relationships, making timely identifica-
tion of the current coupled set even harder.

e Non-Exhaustive SOPs under Proliferating Task Sce-
narios. Existing paradigms often rely on SOPs to select
appropriate tools from a vast array of available options.
However, the vast variety of task scenarios in cloud over-
lay networks makes it impractical to exhaustively cover
all cases with predefined SOPs. For example, a certain SOP
specifies packet-loss detection at a fixed sampling rate, but
we often encounter cases where packets matching certain
rules are dropped, requiring a different sampling strategy
for accurate analysis. Moreover, the cost of updating every
existing SOP when introducing new tools is rather high.

e Massive Anomalies in Tool Outputs. A single reliabil-
ity task requires invoking multiple tools, and each tool’s
output often contains multiple anomaly items. This makes
identifying the root cause and solution extremely difficult.
Moreover, the complex architecture of cloud networks re-
quires correlating more network instances to fully analyze
a reliability task. For example, a single physical line-card
failure once triggered 28,247 anomaly items across 4,541
devices and instances within 10 minutes in our cloud net-
work, making root-cause localization extremely difficult.

In this work, we propose Dasheng, an LLM-powered reli-
ability engineering assistant for cloud overlay networks. To
address the above overlay-specific challenges, Dasheng ex-
tends the paradigm in Fig. 1 with four targeted designs, each
mapped to one challenge above: (1) profile-based user intent
analysis disambiguates intent using team-aware user profiles;
(2) trie-tree-based initial instance context retrieval and dy-
namic instance context management jointly trace coupled in-
stances across evolving overlay topologies; (3) state-machine-
driven progressive tool selection iteratively invokes tools
beyond static SOP coverage; (4) expert-experience-based re-
sult analysis filters propagated anomalies via a four-tuple
expert experience library. These modules operate in an itera-
tive loop: upon receiving a query, Dasheng infers intent and
resolves the initial instance type, then repeatedly updates
instance context, selects and invokes tools, and analyzes out-
puts until it delivers a final answer or proceeds to another
iteration. This design enables Dasheng to autonomously plan
tool-selection paths even when no SOP is available.

Dasheng is deployed on production environment of a
large-scale cloud service provider, and integrates 139 reliabil-
ity tools. Dasheng has been in operation for over two years,
and assisted 1,450 engineers in resolving approximately 70k
reliability tasks. Most Dasheng invocations complete within
3-100 seconds, and reduce case resolution time by up to 97%.
In 92% of evaluated cases, Dasheng produces useful outputs
that materially assist engineers. Furthermore, Dasheng has
been connected to several key reliability engineering plat-
forms within the cloud service provider, including trouble
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ticket systems and fault diagnosis platforms. It automates the
analysis of engineers’ needs, summarizes human-machine
dialogues during troubleshooting, and provides actionable
recommendations to engineers.

The paper makes the following contributions:

e We characterize four challenges for deploying LLM-based
reliability engineering assistants in cloud overlay networks,
grounded in multi-year production experience.

e We design and deploy Dasheng to address these challenges
in a large-scale production cloud for over two years.

e We distill operational lessons learned from two years of
Dasheng deployment in production.

Ethics. This work does not raise any ethical issues.

2 Background
2.1 The Complexity of Cloud Overlay Networks

Cloud overlay networks provide enhanced elasticity for net-
work services [12, 31]. Increasing applications are migrating
to the cloud. However, with the expanding scale, the archi-
tecture of cloud overlay networks has become increasingly
complex. This complexity is reflected in the diversity of com-
ponents and their variant forms, intricate coupling among
components, and mutual interference between tenants.

The diversity of components. Within our production cloud,

there are 64 distinct components in overlay networks, such
as gateways and virtual switches. Even a single component
may adopt multiple forms [29, 39] to accommodate different
situations. For example, the gateways contain forms of P4
switches, virtual machines (VMs), and containers. In large
corporations, different components, or even different vari-
ants of the same component, are often managed by sepa-
rate engineering teams. The focus and expert knowledge
of different teams on network reliability vary significantly.
Engineers from different component teams therefore differ
in their reliability focus and domain expertise.

Intricate coupling among components. Components in
cloud overlay networks exhibit intricate coupling. As illus-
trated in Fig. 2, it can be categorized into three types:

(1) Forwarding coupling. The impact of faults or changes
can propagate to other components along the packet for-
warding path. As shown in Fig. 2, packets traverse multiple
components over their lifecycle. Moreover, multi-path rout-
ing is common, making it more difficult to determine the
actual path taken [28, 40].

(2) Control coupling. A configuration change in one com-
ponent may indirectly induce configuration errors in an-
other, resulting in system failures. Cloud overlay networks
undergo diverse configuration updates, such as VM scal-
ing and routing table updates. Both misconfigurations and
delayed configuration propagation can trigger unreliabil-
ity events. Moreover, reconfiguration occurs at extremely
high frequency: for our whole cloud overlay network, daily
reconfiguration operations number in the billions [30].
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Figure 2. Coupling of cloud overlay network.

(3) Functional coupling. Cloud overlay network compo-

nents also depend on non-network cloud services, such as
storage services. Misconfigurations or failures in these ser-
vices can likewise be the root cause of overlay network faults.
For example, the configuration of Apsara virtual switch (AVS)
is stored in cloud storage services [5], and a transient stor-
age disruption can prevent AVS from loading routing state,
triggering malfunctions that seem to originate within the
overlay network.
Mutual interference between tenants. The high elastic-
ity of cloud overlay networks enables them to serve a large
number of tenants [25, 37]. Infrastructure resources, such as
storage and bandwidth, are shared across different tenants.
A significant portion of network stability issues [52, 53] orig-
inates precisely from this resource sharing, stemming from
inter-tenant interference. For instance, in practice, we often
encounter situations where an abrupt increase in the CPU
usage of tenant A can affect the performance of tenant B on
the same physical device.

2.2 Reliability Engineering

Reliability engineering in cloud overlay networks is crucial,
as reliability lapses can lead directly to substantial economic
losses, including service-level agreement (SLA) violations,
customer downtime, and reputational damage. SLA in our
production cloud is 99.995% [2], which allows for no more
than approximately 26 minutes of downtime per year. Reli-
ability engineering can be operationalized through several
critical and interdependent tasks, mainly divided into three
categories [9, 14, 24]:

o Alert Triage. Cloud service providers continuously mon-
itor a vast array of network metrics and generate alerts.
Effective triage involves the timely analysis and prioriti-
zation of these alerts to distinguish false positives from
genuine issues, enabling the preemptive resolution of po-
tential faults before they escalate into larger-scale failures.
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e Change Risk Assessment. Based on nine years of em-
pirical data from our production cloud, our analysis shows
that nearly 50% of network instability is triggered by changes.
Given the high frequency of modifications in cloud overlay
networks, a core task is to systematically assess the risk
associated with any proposed change before deployment.

e Failure Recovery. When a failure occurs despite preven-
tive measures, a rapid response is critical. The focus shifts
immediately to executing recovery procedures to restore
network performance and service availability. Concur-
rently, engineers conduct root cause analysis to diagnose
the underlying fault. This dual focus on restoration and di-
agnosis is essential to mitigate impact, prevent recurrence,
and avoid further economic loss.

2.3 Generation of Reliability Engineering Assistant

The evolution of cloud overlay network reliability engineer-
ing spans two generations.

First Generation. Operators rely on manually written ad-
hoc scripts for fault diagnosis, with each scenario requiring
a dedicated script authored from scratch. As network scale
grows, script coverage becomes severely inadequate.

Second Generation. To address this limitation, we intro-
duce a rule-driven automated diagnosis framework that ab-
stracts scattered scripts into structured rules. Unlike the first
generation, where each problem requires a dedicated script,
abstract rules organized as decision trees can cover multiple
scenarios. This substantially improves diagnostic coverage
and automation. However, rules only encode known fault
patterns, making the system slow to respond to new fail-
ures. Moreover, as the rule set expands, the rule base itself
becomes an operational burden.

3 Motivation

Prior to transitioning reliability engineering to LLM-powered
approaches, we have accumulated years of operational expe-
rience in cloud overlay networks. The complexity of cloud
overlay networks makes it infeasible to directly reuse tools
from industry peers [8, 11, 20, 35] or adopt solutions pro-
posed in academia [46-48]. We present relevant statistics and
representative cases in production cloud overlay networks
to illustrate the implementation challenges of LLM-powered
reliability engineering assistant.

Figure 5. Number of annual configura-
tion changes in our production cloud.

3.1 User Intent Analysis

The reliability engineering assistant requires users to in-
put queries through an interactive interface. The users of
our reliability engineering assistant are primarily opera-
tions engineers. During the trial operation of Dasheng, we
have observed that users tend to submit highly ambiguous
queries. We have collected 120k user queries submitted to
the Dasheng assistant during its six-month trial period. As
illustrated in Fig. 3, 57.64% of the queries comprise fewer
than five words'. Many of these short queries contain only
a target instance ID and ambiguous directive verbs such as
"diagnose" or "check". Even when a query includes a problem
description, the description is usually extremely terse, such
as "throughput drop" or "network port abnormal”.

However, we observe that in cloud overlay networks, iden-
tical short descriptions can refer to entirely different prob-
lems that require different diagnostic workflows. Conversely,
different descriptions can sometimes point to the same un-
derlying issue. For example, when a customer reports wide-
spread request failures with increasing application load bal-
ancer (ALB) error logs, different teams would issue totally
different queries to Dasheng. The ALB team asks whether the
error logs originate from the ALB itself or from the backend
RSs while the network load balancer (NLB) team inquires
whether an ALB-on-NLB instance exists and whether the
NLB status is abnormal. This arises because users of the reli-
ability engineering assistant often come from different teams,
with different background knowledge and understanding of
the network. Without knowledge of a user’s background,
LLM cannot reliably infer the true intent from such terse
queries alone.

Takeaway 1: To accurately interpret ambiguous user
intent, user profiles based on user role and history could
serve as an effective method.

3.2 Instance Context Maintenance

In reliability engineering tasks, one or a set of target in-
stances, such as faulty instances or change subjects, must
be clearly defined in user queries. They are essential inputs
for reliability engineering tools. The reliability engineering
assistant typically receives string-type input as target in-
stance object, which identifies the initial target instances. To

!Word count applies to Chinese characters or English words.
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gap reasons.

process the input, the assistant must perform two key tasks:
(1) locate the corresponding target instances based on the
input strings; (2) identify the associated instances that are
coupled with the initial target instance set through any of
the coupling relationships described in §2.1.

However, this process has been proven challenging to
implement reliably. First, the translation from strings to an
instance is inherently complex. User inputs typically consist
of instance ID constructed following certain rules or other
characterizing fields, such as IP addresses. To map the strings
to the corresponding instance, we first need to determine
which component it belongs to. Querying the instance ta-
bles of all components is not an effective approach, since
the query overhead becomes prohibitive. The rule library,
manually defined by experts, also proves to be inadequate,
suffering from low coverage. In practice, we observe that
cloud overlay networks typically undergo several product
launches or retirements annually, each introducing or remov-
ing hundreds of rules. These changes could sometimes be
unsynchronized across different availability zones. Further-
more, cloud overlay networks contain an amount of internal
test instances, whose naming rules differ from those of public
instances. Given the scale of modern cloud overlay networks,
the manual cataloging of such naming rules is practically
infeasible.

Takeaway 2: The naming rule sets associated with in-
stance ID or characterizing fields of cloud overlay network
components necessitate a continuous automated process
for parsing and updating.

Furthermore, maintaining only the initial target instances
is insufficient for reliability tasks. A significant number of
reliability tasks require analyzing not only the initial target
instance but also the instances coupled to it. We have statisti-
cally analyzed fault records from our production cloud over
the past four years, specifically measuring the proportion of
incidents directly attributable to the initial target instance.
As shown in Fig. 4, we find that only approximately 10% of
annual faults are conclusively linked to the initial target in-
stance. Similarly, routine reliability tasks, such as alert triage
and change risk assessment, also depend heavily on ana-
lyzing the state of coupled instances. However, it is highly
challenging for a reliability engineering assistant to identify
all coupled nodes based solely on the initial target instances,

number for different tools.

for different tools.

because of the complex coupling relationships in cloud over-
lay networks as depicted in §2.1.

Additionally, the dynamism of cloud overlay networks
amplifies the difficulty in parsing coupling relationships. As
shown in Fig. 5, cloud overlay networks undergo tens of
trillions of configuration changes annually, corresponding to
an average of hundreds of millions of changes per day. The
majority of these configuration changes lead to alterations
in network topology and shifts in coupling relationships
between instances. Moreover, during the execution of relia-
bility tasks, the coupling relationships within the network
may continue to evolve, making it more difficult to identify
the most current set of coupled nodes.

Takeaway 3: To model complex network coupling re-
lationships, a hierarchical topology analyzer capable of
dynamic updates in response to real-time network topol-
ogy changes is required.

3.3 Tools Selection based on SOPs

To support various reliability engineering tasks, engineers
from different cloud network component teams have devel-
oped a considerable number of reliability tools. The reliability
tools fall into several categories: configuration retrieval, net-
work reachability/packet-loss diagnosis, change-risk iden-
tification, and network recovery. Currently, the number of
tools available within our production cloud has reached 139,
and this figure is expected to continue growing in the future.
In conventional procedures, operations engineers rely on
a substantial number of SOPs to indicate the precise selec-
tion and sequence of reliability tools to be employed. SOPs
are documented, step-by-step runbooks for diagnosing and
recovering a specific class of problems. For example, for net-
work packet loss, a typical SOP guides engineers to first
invoke tool A, then proceed with subsequent steps based on
its output. However, we observe widespread SOP failures in
practice. Specifically, for failure recovery tasks, our analy-
sis indicates that approximately 70% of fault recovery tasks
cannot be effectively resolved by following the existing SOP
workflows.

We have categorized the reasons for SOP coverage gaps,
as detailed in Fig. 6. Approximately 66.04% of the cases stem
from unknown code bugs, which typically escape standard-
ized quality assurance (QA) processes due to their highly
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specific or idiosyncratic nature, making predefined SOPs
infeasible. Another 29.25% are triggered by unanticipated
operator actions, while 18.87% originate from devices or ar-
chitectures that deviate from standardized designs. These
scenarios fall outside the scope of existing SOPs.

Takeaway 4: In addition to the SOP library, the LLM-
based reliability assistant should also be equipped with a
high-coverage, accurate mechanism for tool selection to
address scenarios where existing SOPs provide no cover-
age or where designing a definitive SOP is impractical.

3.4 Tool Results Interpretation

After completing tool invocations, the LLM-powered relia-
bility engineering assistant must analyze the tools’ output.
However, without sufficient domain knowledge, the LLM
has a minimal chance of accurately interpreting the output.
These tool outputs are often lengthy and rich in domain-
specific knowledge with combinations of distinct anomaly
items. Hence, we analyze the number of anomaly items con-
tained in a total of 80k invocations across several major
reliability tools in our production cloud over six months. As
shown in Fig. 7, it indicates that 35%-78% of tool invocations
generate over five anomaly items. In the most extreme in-
stance, a single fault triggered 28,247 anomaly items. The
execution of a single reliability task often necessitates in-
voking several to tens of tools. The anomalies reported by
each tool are cumulative, leading to an extensive set for LLM
processing. Extensively long lists of anomaly items can over-
whelm the LLM’s reasoning capacity, thereby compromising
its focus and the accuracy of the subsequent reliability anal-
ysis.

Based on our operational practice, we observe that anom-
aly items and their root causes are often interrelated. Typ-
ically, a single anomaly item corresponds to one or a few
underlying causes. Furthermore, the anomaly items returned
from a single reliability tool invocation frequently share
the same or highly similar root causes. Translating anom-
aly items into their corresponding root causes is able to
reduce the complexity of tool outputs and improve readabil-
ity, thereby enabling both LLM and human users to more
readily comprehend the results of reliability tasks.

Takeaway 5: Summarizing root causes for anomaly
items prior to reliability assistant analysis could signif-
icantly enhance the accuracy of its assessment for the
output of reliability tools.

4 System Design

We present Dasheng, a reliability engineering assistant for
cloud overlay networks. The Dasheng framework follows
the basic paradigm illustrated in Fig.1, but redesigns the im-
plementation of each module according to the characteristics
of cloud overlay networks discussed in §3. As shown in Fig. 9,
Dasheng consists of five main modules:
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Figure 9. Overview of Dasheng.

o Profile-based User Intent Analysis (§4.1) employs a self-
reflection classification mechanism that is based on user
profiles to address ambiguous user intents (Takeaway I).

o Trie-tree-based Initial Instance Context Retrieval (§4.2) in-
corporates a trie-tree-based component search mechanism
that dynamically maintains naming patterns of component
instance IDs and efficiently resolves component types from
queries (Takeaway 2).

e Dynamic Instance Context Management (§4.3) decouples
stable component topology from dynamic instance topol-
ogy, enabling efficient retrieval of associated instance con-
text through inter-table indexing (Takeaway 3).

o State-machine-driven Progressive Tool Selection (§4.4) adopts
a state-machine-driven iterative analysis workflow that
progressively selects and invokes reliability tools beyond
the limited coverage of static SOPs (Takeaway 4).

o Expert-experience-based Result Analysis (§4.5) automati-
cally parses outputs from various reliability tools and
provides intent-aware root cause analysis and solutions
through intelligent aggregation with a well-defined four-
tuple expert experience library (Takeaway 5).

4.1 Profile-based User Intent Analysis

As depicted in §3.1, the ambiguity of user inputs prevents
Dasheng from accurately recognizing their intents. To miti-
gate this issue, Dasheng incorporates user profiles to assist
intent recognition. Each user profile consists of two modules:
user team affiliation and their historical background, from
which a top preferred intent is derived. However, it cannot
be assumed that each reliability task request associated with
users will always align with their team context or histori-
cal background. Therefore, we design a self-reflective intent
classification mechanism along with user profiles. The LLM
self-assesses whether user-profile information is needed to
infer the user’s intent accurately.
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The LLM analyzes the user queries to derive the user in-
tent, that is, the ultimate goal of the current reliability task,
such as diagnosing the root cause of an alert or identifying
the source of risk associated with a recent change. Simul-
taneously, the LLM self-assesses the completeness of the
information in the input prompt. If the LLM evaluates the
prompt as clear, it directly outputs the inferred user intent
to the next module. If the prompt is assessed as ambiguous,
the LLM incorporates the user profile. Based on the top pref-
erences recorded in the user profile, the LLM derives the
refined intent. This derived intent is then presented to the
user for confirmation of its correctness.

In general, Dasheng handles three categories of user in-
tent, corresponding to the three primary reliability tasks
described in §2.2. For alert triage tasks, the user typically
aims to determine whether an alert is a false positive and, if
it is genuine, to identify its root cause and the appropriate
recovery procedure. For change risk assessment tasks, the
intent is generally to evaluate if a proposed change complies
with standardized procedures, represents the optimal solu-
tion, and conflicts with other ongoing changes or network
activities. For failure recovery tasks, which are the most
urgent reliability tasks, the primary objective is to restore
network operations as swiftly as possible. The secondary
goal is to determine the root cause of the failure.

4.2 Initial Instance Context Retrieval

In reliability tasks submitted to Dasheng, one or a set of tar-
get instances must be explicitly specified. In user queries, the
target instance is identified by an instance ID or a character-
izing field, such as an IP address. If the target instance ID is
omitted, Dasheng interactively prompts the user to provide it.
User queries, typically presented in textual form, often do not
explicitly specify the component type of the target instance.
Without the correct component type, the accuracy of sub-
sequent tool selection would be significantly compromised.
Therefore, Dasheng records the naming patterns of different
component instance IDs and uses the naming pattern set to
retrieve the user queries.

As illustrated in §3.2, the naming patterns across different
component types exhibit high variability and are subject to
numerous exceptions. Hence, Dasheng adopts a trie-tree-
based component search scheme to automatically and effi-
ciently identify component types from instance identifiers.
As shown in Fig. 10, the trie-tree-based component search
scheme operates through two coordinated phases: Trie Tree
Maintenance phase and Query Processing phase.

Trie Tree Maintenance. Dasheng dynamically constructs
and maintains a trie tree that encodes the regular expression
patterns characterizing the instance IDs of cloud overlay
network components. During the initialization phase, the
trie tree is constructed by processing component instance
ID tables to cluster IDs by structural patterns, from which a
set of regex rules is derived to generalize each component’s
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identifier format. To guarantee the trie tree’s ongoing correct-
ness amid updates of cloud overlay networks, a revalidation
routine periodically updates the trie tree. The revalidation
routine first samples the latest instance ID tables. The sam-
ple size is dynamically calculated based on the current total
number of instances, preventing excessive sampling to main-
tain verification efficiency. Then, the sample instance IDs
are concurrently validated against the trie tree during the
revalidation routine. Once a regular expression is matched,
its timestamp is updated. If a new pattern is detected, a cor-
responding regular expression is generated and inserted into
the trie tree. Regular expressions corresponding to old pat-
terns will be removed if their timestamps have not been
updated for consecutive cycles.

Query Processing. When a new reliability task generates
an initial instance set, Dasheng first utilizes LLM to parse
the queries and extract the relevant instance strings. Each
string is then fed into the trie tree to retrieve the component
type matching the longest prefix. The system subsequently
searches the instance table corresponding to this primary
candidate type for a matching instance. If a match is found,
the result is returned to Dasheng. Otherwise, the system
iteratively queries the trie tree for the next-most-associated
component type and repeats the search in its respective table.
This process continues until a matching instance is located or
the candidate list is exhausted, ensuring robust and precise
component resolution.

4.3 Instance Context Management

As discussed in Takeaway 3, identifying and analyzing the
devices and instances associated with the initial target de-
vice is a critical task in cloud overlay network environments.
However, the highly coupled and dynamic nature of cloud
networks makes it extremely challenging to accurately locate
these associated devices and instances. In cloud networks,
instances represent the runtime entities of specific cloud com-
ponents. Instance topology dynamically adjusts according to
the frequent configuration changes, whereas the component
topology remains relatively stable. Hence, we design a dy-
namic device context management module. The core idea of
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the module is to decouple the cloud network by leveraging
the stable topological relationships between components,
enabling efficient retrieval of dynamically coupled instances.

As shown in Fig. 11, when Dasheng retrieves the target
component type, it first queries the component topology
and fetches the set of components associated with the target
component. Then, it queries the instance tables of associated
components. The instance table is essentially a dimension
table, which allows for rapid identification and retrieval of
the associated instances using the information provided.

Moreover, the module allows users to specify the depth
of the component topology search. The search depth deter-
mines the maximum number of hops between an associated
component and the initial component. As shown in Fig. 11, a
depth of 1 corresponds to components one hop away, while
a depth of 2 includes components within two hops. A greater
depth enables broader component coverage, which helps
ensure more comprehensive fault diagnosis. However, incor-
porating an excessively large set of components at once may
cause Dasheng to rely on associations that do not reflect the
most current network topology. After the search finishes,
the module aggregates the instance information from all
associated components and outputs it in a structured JSON
format, providing Dasheng with a comprehensive and real-
time instance context.

4.4 Progressive Tool Selection

To address the limited scenario coverage of traditional SOPs,
Dasheng incorporates a state-machine-based progressive
tool selection mechanism. As illustrated in Fig. 12, Dasheng
maintains a task state machine for each reliability task. After
completing user intent analysis §4.1 and initial instance con-
text retrieval §4.2, the task finishes its initialization phase
and enters an iterative analysis loop. The loop iteratively
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executes a three-step cycle: instance context update, tool
selection, and output analysis.

Dasheng first performs an initial instance context update

and tool selection based on the parsed information from ini-
tialization and the tool descriptions, then invokes the corre-
sponding tools to obtain their outputs. These tools are encap-
sulated as MCP tools with standardized inputs and outputs
for Dasheng to invoke. Next, Dasheng proceeds to the output
analysis state to examine the outputs of the tool. Based on
this analysis, Dasheng determines whether to proceed to the
next iteration or to deliver the final answer. Details regarding
the state transitions of the task state machine are described
below. Besides, Dasheng employs a knowledge-enhanced
tool selection mechanism to improve the accuracy of tool
selection. Implementations of the instance context update
and output analysis states are described in §4.3 and §4.5,
respectively.
Progressive Task State Update. The task state machine
in Dasheng operates in a progressive manner through five
distinct states: initialization, tool selection, output analysis,
instance context update, and task termination.

Upon successful initialization, which includes user intent
parsing and initial instance context retrieval, Dasheng tran-
sitions to the instance context update state described in §4.3.
Then Dasheng enters the tool selection state to select the
appropriate tools. Valid tool selections lead to the output
analysis state, where the results from the tools are summa-
rized. If no valid tools are selected, the system transitions
to a failure termination and asks for more information from
the user, such as additional instance context.

The output analysis state is responsible for determining
the next state based on the analysis of the tool output. If the
task is deemed complete and the user intent is fully resolved,
the system transitions to successful termination. If the tool
outputs are deemed insufficient to draw a conclusion and
further tool invocations are required, Dasheng returns to
the tool selection state for another iteration. If analysis of
the current instance context alone is considered inadequate,
Dasheng transitions to the instance context update state
to dynamically update the instance context, progressively
incorporating related instances to ensure analysis accuracy.

The task state machine terminates under one of three con-
ditions: (1) success termination, when the user intent is fully
resolved; (2) active abort, which occurs due to user request,
exhaustion of the topology traversal depth, or a tool execu-
tion timeout; (3) failure termination, which occurs in cases
of initialization errors, no valid tools found, invalid outputs,
context update failures, or system exceptions. Termination
takes precedence over all other states, ensuring that the task
halts as soon as a terminal state is reached.
Knowledge-Enhanced Tool Selection. Based on the ini-
tial target instances and user intent obtained, Dasheng em-
ploys a BM25+ANN dual-tower hybrid retrieval model [44]
to search for an appropriate set of tools with the help of
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knowledge with SOPs. However, as noted in Takeaway 4, the
coverage of SOP is limited. In most reliability engineering
scenarios, SOP fails to provide a comprehensive solution.
This limitation often results in failure to identify the appro-
priate tools for a given task.

To address this issue, Dasheng provides a dedicated profile
for each tool, which includes detailed descriptions of the
tool’s invocation methods, applicable scenarios, and certain
small-sample tricks. These descriptions are integrated into
the prompt, enabling the LLM to intelligently select the most
suitable toolset for the current task based on information
such as target component types. To prevent overwhelming
the LLM’s attention with excessive information at once, the
descriptions are loaded progressively.

4.5 Experience-based Results Analysis

To address the often verbose and highly specialized outputs
generated by reliability tools, which typically require expert
knowledge to interpret, Dasheng incorporates an expert-
experience-based results analysis module. The output of
these tools generally consists of one or multiple sets of anom-
alies. Empirical observation indicates that specific anomalies
frequently correlate with distinct root causes. Once a root
cause is identified, Dasheng can readily generate recommen-
dations aligned with the user’s intent.

Hence, we design a four-tuple expert experience library.
Each entry in this library comprises four key attributes: the
anomaly item, the observed network phenomenon, the root
cause, and the corresponding resolution. Dasheng leverages
the library to parse the results from reliability tools and
proposes tailored solutions based on the user’s intent.
Expert Experience Library Construction. Anomaly items,
typically defined during the design of a reliability tool, repre-
sent an abnormal judgment on a specific metric or an active
probe targeting instances or network links. The observed
network phenomenon refers to the perceptible performance
variation experienced by tenants. Based on the anomaly item
and the observed phenomenon, experts can determine one
or several root causes. Correspondingly, once the root cause
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is identified, experts can propose targeted solutions, such as
recovery procedures for failure recovery and alert triage, or
revised change proposals for change risk assessment.

For reliability tools designed after Dasheng, engineers

can be required to maintain documentation that specifies
the root causes and corresponding resolutions for the tool’s
anomaly items under common network phenomena. How-
ever, a large number of reliability tools had already been
designed and deployed before the development of Dasheng.
Furthermore, as cloud networks evolve, new root causes
and solutions may emerge that have not been anticipated
during the initial tool design. To address this, Dasheng also
maintains an adaptive mechanism for updating the expert
library based on historical data. Cloud network operations
routinely maintain a historical database of failures, alerts,
and changes. Engineers are required to evaluate the outcome
of each task. Utilizing the engineer-annotated data, Dasheng
periodically reviews and updates the four-tuple expert ex-
perience library by adding, modifying, or removing records,
thereby continuously expanding and refining its knowledge
base over time.
Anomaly Item Aggregation. During each execution cy-
cle, Dasheng invokes multiple reliability tools and collects
their returned results, which contain descriptions of var-
ious anomaly items. Dasheng first queries the four-tuple
expert experience library using the reported anomaly items
to retrieve a list of associated root causes and corresponding
resolutions. The LLM then processes this list by aggregat-
ing closely related root causes and resolutions, ultimately
generating a response tailored to the user’s intent.

5 Deployment

Dasheng has been deployed in our large-scale production
cloud for two years. It has served approximately 1,450 en-
gineers, handling about 70k reliability tasks. Dasheng has
been automatically integrated into the trouble ticket plat-
form, actively participating in the workflow of operations
engineers to resolve user issues. Furthermore, it is deeply
embedded in fault recovery scenarios. Upon the occurrence
of incidents, Dasheng automatically notifies the relevant
operations engineers based on the severity and affected com-
ponents, establishes incident response groups, and responds
automatically to engineer requests by invoking reliability
tools. It also intelligently summarizes tool outputs and the
discussion of engineers.

To address the deployment challenges caused by the high
complexity of cloud overlay networks, Dasheng adopts the
following design in its system architecture:

LLM Selection of Dasheng. Dasheng employs different
LLMs across its key stages. Specifically, the user intent anal-
ysis module utilizes the qwen-turbo model [4, 50] to ensure
rapid computational speed. The tool selection module em-
ploys qwen-plus-latest [3, 50], a model that offers a balanced
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trade-off between speed and accuracy. For result analysis
module, which processes longer inputs with higher token
demands, the system uses a separately deployed qwen-30b
model [6, 50].

Distributed deployment for multiple available zones:
Due to the lack of configuration synchronization across dif-
ferent availability zones in the cloud, we employ a multi-unit
distributed architecture. Dasheng maintains separate data
structures, such as trie trees and instance tables for differ-
ent available zones. The distributed data structures ensure
both the timelines and accuracy of Initial Instance Context
Retrieval (§4.2) and Instance Context Management (§4.3).
Standardized Tool Adapter Layer: To integrate 139 exist-
ing reliability tools developed by different teams, we have
designed a standardized adapter layer. The layer normalizes
the heterogeneous inputs and outputs of different tools into a
system-recognizable format. When a new tool is introduced,
it can be embedded into Dasheng simply by registering its
identifier and description according to the defined schema.
Conversely, removing an existing tool requires only the dele-
tion of its corresponding descriptor. This approach enables
a modular, plug-and-play management of tools.
Asynchronous Tool Invocation Engine: When process-
ing a single reliability task, Dasheng may involve multiple
tool invocations. Sequential calls can lead to prolonged ex-
ecution times. To address this, the core engine of Dasheng
adopts a queue-based asynchronous execution model. It dis-
patches calls to subsequent tools without waiting for the
results of previous ones. The asynchronous mechanism en-
sures the continuity of reliability tasks even under network
fluctuations or slow individual tool execution.

6 Evaluation

We evaluate Dasheng in three aspects: (1) the end-to-end
performance of Dasheng using logs collected during its op-
eration in our production cloud, demonstrating its practical
deployability (§6.1); (2) ablation studies to quantify the con-
tribution of key modules (§6.2); (3) evaluations on individual
modules of Dasheng to demonstrate the effectiveness of its
design (§6.3); (4) several representative cases of Dasheng to
improve production efficiency, covering different types of
reliability tasks such as alert triage, change risk assessment,
and failure recovery (§6.4).

6.1 Dasheng Usage in Production

We collect logs from one year of Dasheng’s production de-
ployment. The logs include queries submitted by users (e.g.,
operations and development engineers), Dasheng’s analysis
outputs, and its execution time. A subset of the logs also
includes a human-verified root cause and solution provided
by frontline operations engineers.
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Calling times of Dasheng. As shown in Fig. 13, we
summarize the calling times of Dasheng API. The use fre-
quency of Dasheng has increased steadily over time. The
growth is attributed to the integration of Dasheng into mul-
tiple platforms, including trouble ticket systems and failure-
emergency response systems. Statistics show that Dasheng
has been used by 1,450 engineers from 558 teams to date,
with approximately 70k invocations in total?. The 1,450 en-
gineers include both operations engineers and development
engineers from individual cloud network components. The
two groups differ substantially in background, and Dasheng
benefits both.

Accuracy time of Dasheng. We invite senior engineers
to evaluate 809 production cases. Engineers score Dasheng’s
analysis outputs against the human-verified root cause and
solution on a 5-point scale: 5 if the output fully matches
the human-verified root cause and solution. The solution it
gives is usable without edits; 4 if only minor edits are needed
to make the Dasheng’s output usable; 3 if the direction is
correct, but a little further manual investigation is still re-
quired; 2 if the output is only partially related to the correct
direction; and 1 if it is entirely incorrect and not helpful.
The results are shown in Fig. 14. In 92.0% of cases, Dasheng
produces useful outputs that materially assist engineers.

Execution time of Dasheng. As shown in Fig. 15, the
execution time of Dasheng is mostly distributed within a
range of 3s to 100s. 89.63% of Dasheng calls complete within
100 seconds, demonstrating minute-scale troubleshooting
performance of Dasheng. For comparison, we construct relia-
bility tasks from two network components, with 10 cases per
component. We ask senior and novice engineers to resolve
these cases with and without Dasheng, and measure the
resolution time. As shown in Fig. 16, with Dasheng, senior
engineers reduce resolution time to 13% (component 1) and
12% (component 2) of that without Dasheng; novice engi-
neers reduce it to 8% (component 1) and 3% (component 2).
Dasheng enables novice engineers to match senior-engineer
efficiency in a short time.

6.2 Ablation Study

We construct 60 diagnostic scenarios, comprising 20 alert

triage, 20 recovery recommendation, and 20 change risk as-
sessment tasks. On four base models (Qwen3.6-Plus, Qwen3.8-
Max, Qwen3.8-Flash, and Qwen3.7-Plus), we evaluate the

complete Dasheng and four ablated configurations that re-
move intent analysis (—Intent), context management (—Context),
progressive tool selection (—ToolSel), and result analysis
(—Result), respectively. Each scenario is executed three times,
yielding 180 runs per configuration. We evaluate the end-
to-end task completion rate, defined as the fraction of runs

2Some of the 1,450 engineers are development engineers who are not full-
time reliability engineers, but instead participate on an on-call rotation
every few months.
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in which the system output satisfies the predefined key re-
quirements of the scenario. As shown in Fig. 22, all four mod-
ules improve the end-to-end task completion rate, with con-
text management and progressive tool selection contributing
most.

6.3 Module-level evaluation

Intent analysis module. We randomly sample 500 cases
and compare Dasheng’s accuracy with and without this mod-
ule. When intent analysis is enabled, we use different LLM
models for this step. As shown in Table 1, adding intent
analysis improves accuracy by up to 19.1%.

Initial Instance Context Retrieval. To evaluate the Ini-
tial Instance Context Retrieval module, we randomly sample
instances from the recent invocation logs of Dasheng and
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to retrieve the corresponding component type for each in-
stance. We filtered out aberrant measurements caused by the
already deprovisioned instances. The average query latency
was 0.30s, with P95 latencies of 0.49s and P99 of 0.93s respec-
tively. The CDF of the query latency is shown in Fig. 17. We
further evaluate the retrieval accuracy across 20 different
component types. These instances are analyzed against two
models: a rule set manually defined by expert engineers and
the trie tree produced by Dasheng. As presented in Table 2,
the manual rule set cover 60% of the components. In con-
trast, the trie tree generated by Dasheng demonstrates sig-
nificantly higher effectiveness, accurately analyzing nearly
every component.

Instance Context Management. Based on the same sam-
pled instance set from the previous section, we further evalu-
ate the performance of the Instance Context Management by
querying the knowledge graph to retrieve instance context.
The accuracy of instance context management, shown in
Fig. 18, exceeds 85% across all available zones, with 9 zones
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Type 1 2 Type 1 2 Type 1 2
uid X Vv vm X vV xgw V V/
vbr v vV b X V cen v 7/
slb v v ab v V sag X v
SgW X Vv vpc v / br X v
vswitch v v cs. X vV vpn V V/
nc v/ nat v X bp. v 7/
ap X V eip v 7/

Table 2. Comparison of Rule-based and Dasheng retrieval
results across component types (Type 1 denotes the rule-
based method, Type 2 denotes Dasheng.)

Table 3. Impact of Expert Experience Library Module.

Model w/o w/  Improvement
Qwen3-Max 83.3% 99.2% +15.9%
Qwen3.6-Plus 85.4% 100.0% +14.6%
Qwen3.6-Max-Preview 88.5% 100.0% +11.5%
GLM-5.1 86.6% 100.0% +13.4%

reaching 100%. The latency for extracting context at different
topology depths is measured, with the mean, P95, and P99
values reported in Fig. 19. The results indicate that latency
increases almost linearly with tree depth, with an average
increase of 2~3 seconds per additional layer.

Tool Selection. To obtain the ground truth for tool se-
lection, we extracted 500 records of Dasheng invocations
from historical data. Then, experienced engineers annotate
them for the correctness of tool selection. The accuracy of
tool selection ranges from 89% to 100% among different tools
(Fig. 20) and 97% of tool selection times are under 4s (Fig. 21).

Result analysis module. We select 192 cases across 24
scenarios. The two ablations use different case sets because
the intermediate steps of some cases cannot be reproduced
and are therefore excluded. As shown in Table 3, the result
analysis module improves accuracy by up to 15.9%.

6.4 Case Study

Through several real cases from our production cloud that
are handled by Dasheng, we analyze the additional benefits
Dasheng provides to engineers across three key reliability
tasks: alert triage, change risk assessment, and failure recov-
ery.

Case 1: Load-Balancer Alert Triage. Numerous alert
mechanisms are deployed in cloud overlay networks. Taking
NLB as an example, when an alert is triggered, engineers
must not only examine the NLB instance itself, including its
Docker configuration and security group settings, but also
investigate related components such as ECS, CStar [49], the
underlying physical network, etc. With the help of Dasheng,

12

Qi et al.

the processing procedure of NLB alert triage case is as fol-
lows. First, Dasheng automatically determines that this is an
alert triage event and defines the instance context as NLB,
the associated context chain as LB-ECS-Docker and the Ser-
vice Discovery Groups (SDG)—CStar [26]. The diagnostic
process initiates by retrieving LB configuration details and
invoking a “one-click diagnosis” tool to determine whether
the anomaly stems from internal misconfiguration.

Anomaly metrics are analyzed based on health check of 5-
tuples. Consecutive failures exceeding 10 suggest client-side
Docker networking issues requiring a container restoration,
while fewer than 5 indicate transient path jitter. Multi-client
failures signal systemic issues, whereas single-client fail-
ures point to localized ECS or Docker anomalies. Short-lived
connection failures are typically linked to network jitter or
slow-path service discovery (SD) faults; long-lived connec-
tion failures are predominantly traced to the CStar Protocol
Translator (PT) subsystem.

Further root-cause analysis involves a topological drill-
down. Inspection of LB Service Discovery Groups (SDGs)
determines the scope of the impact: if multiple SDGs are
affected, the issue is deemed systemic; conversely, a single
anomalous SDG typically indicates an LB SD fault. At the
device level, packet loss recorded on the physical or virtual
device hosting the LB SD suggests performance degradation,
which leads to packet drops.

Additionally, CStar-layer telemetry, which includes met-
rics and configuration changes for components such as PT
and Group, is analyzed. Confirmed anomalies at the CStar
layer are generally indicative of platform-side hardware fail-
ures or security incidents, requiring escalation to the CStar
on-call team.

Finally, the system checks for concurrent Zoonet alerts in
the same geographical region. The presence of such alerts
strongly suggests underlying physical network impairments,
necessitating intervention by the physical network opera-
tions support team.

The above procedure is automatically triggered by Dasheng,
which autonomously determines the subsequent direction
of analysis and the specific tools to be invoked. Novice en-
gineers often struggle to fully comprehend the architecture
of each component and the proper application of each tool.
In contrast, Dasheng has the ability to use reliability tools
integrated into it correctly and analyze inter-component
dependencies.

Case 2: Change Risk Assessment. Manual assessment
of change risk typically relies on experience or SOPs, which
can easily overlook potential conflict risks. Additionally, de-
layed notifications of SOP updates or other service changes
may lead to errors. The manual process of querying infor-
mation is also time-consuming. In contrast, Dasheng auto-
matically traverses all relevant SOP documents, conflicting
components, and related services during each invocation,
conducting a comprehensive risk assessment.
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When a change request is submitted for a cloud network-
ing component, Dasheng automatically analyzes the CHANGE
case and identifies the core components affected by the
change. Dasheng automates the assessment of both compli-
ance and business risks. Compliance risks pertain to whether
the submission time, execution window, gray-release strat-
egy, and batch intervals conform to Cloud Intelligence’s pro-
duction safety and change management policies. Business
risks pertain to potential conflicts arising from concurrent
changes (e.g., overlapping CStar and AVS updates on the
same ECS fleet) or scheduling during critical customer pe-
riods, such as peak traffic in a “Key Customer Protection”
campaign. Dasheng automatically extracts key information
from the change request, dynamically loads current compli-
ance rules, and invokes the Change Platform and Business
Platform APIs to detect concurrent changes and customer
conflicts. This enables rapid, accurate, and scalable approval
while maintaining real-time alignment with evolving opera-
tional standards.

Case 3: Elastic IP (EIP) Throughput Degradation. EIP
bandwidth failure represents a classic type of network failure
in cloud operations. The conventional recovery procedure
can be broken down into several steps, including informa-
tion querying, fault diagnosis, and service restoration. Even
for an experienced engineer, this process typically requires
navigating six to seven different web interfaces to gather and
correlate information. Even under smooth conditions, the
entire workflow still takes approximately twenty minutes.

When Dasheng is employed, however, the same workflow
can be completed within three minutes. The engineer needs
only to provide the ID of the problematic instance. After as-
certaining the user’s intent, Dasheng parses the instance type
as EIP, analyzes the network topology. Based on the initial
network topology, Dasheng identifies the cluster to which
the EIP belongs, together with the corresponding ECS and
physical device IDs. Leveraging this foundational informa-
tion, empirical data relevant to EIP throughput degradation
(e.g., the corresponding SOPs) are supplied to Dasheng as
background data. Dasheng then invokes the relevant tools,
analyzes the results, and finally outputs the diagnostic root
cause. This procedure significantly shortens fault recovery
time and greatly reduces the engineer’s manual effort.

7 Lesson Learned

Tenant Application Topology Matters. As discussed in
§3.2, accurately resolving cloud overlay network topology is
essential for correct execution of reliability tasks. However,
our deployment experience shows that the topology of ten-
ants’ own applications must also be taken into account. For
example, a user once reported performance degradation on
a load balancer (LB). Dasheng spent considerable effort diag-
nosing the corresponding LB instance but found no anomaly.
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Only after extensive communication did we learn that a back-
end application behind the LB also depended on our database
service, which was experiencing performance degradation
caused by a recent change. Without tenant-side topology
information, Dasheng cannot effectively diagnose such cases.
We currently mitigate this limitation by manually collect-
ing link topology and baseline traffic information for large
customers and supplying it to Dasheng. However, this ap-
proach does not scale to all tenants. We plan to introduce
a tenant-topology association stage in Dasheng that, based
on the reliability task description, determines whether ten-
ant topology is required and proactively queries the user,
thereby reducing multi-turn interaction overhead. Further-
more, tenant applications may depend on services hosted by
other cloud providers, requiring cross-vendor collaboration
to complete reliability tasks.

Preventing Repeated Tool-Selection Loops. In some
cases, we find that Dasheng can enter a dead loop during
progressive tool selection. After exploring multiple infeasi-
ble tool-invocation plans, the LLM may forget previously
attempted plans and repeat them, leading to excessively long
analysis times or even stalling. We mitigate this by recording
the tool-invocation plans that Dasheng has already tried.

Proactive Collection of Missing Information. We find
that initial queries to Dasheng often lack key information,
preventing further diagnosis. Engineers who submit these
queries initially often possess only fragments received from
tenants. As troubleshooting proceeds, Dasheng progressively
requests more information. To supply it, engineers must in-
teract with tenants again, and this back-and-forth greatly
extends resolution time. To address this, we add memory for
supplemental information in Dasheng and proactively ask
for potentially needed information upon receiving a query,
thereby reducing analysis time.

Long-Horizon Risk Warnings. In practice, we find that
Dasheng often provides long-term risk warnings that engi-
neers had not considered. In manual troubleshooting, en-
gineers tend to resolve the immediate issue with a direct
solution, overlooking potential future problems that the so-
lution may introduce. For example, for performance drops
caused by rate limiting, a common suggestion is to raise the
rate-limit threshold. Dasheng instead warns of the risks of
this action and offers alternatives, such as scaling out when
traffic exceeds a certain threshold.

Automated Decision-Making in Dasheng. The proce-
dure of Dasheng requires numerous human-machine inter-
actions, such as whether to invoke a particular tool and what
specific inputs should be provided. Dasheng may occasion-
ally make errors that a human operator would avoid, for
instance, supplying clearly garbled or malformed data as in-
put to a tool. Hence, a secondary verification by engineers is
required. Considering the potential risks associated with tool
usage, we categorize tools into analytical and operational
classes. The former includes tasks such as topology queries
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and anomaly analysis, while the latter performs actions that
modify the network state, such as initiating active probes
or applying configuration changes. To reduce interaction
overhead, we currently require engineer confirmation only
for executing operational tools. In the future, we will develop
more intelligent decision policies. For example, we can de-
sign a policy that determines whether human involvement
is required based on historical experience.

Attention Deficiency in Dasheng. Dasheng needs to
concatenate information as prompts for the LLM. In practice,
we observe that generated prompts are often excessively
long, leading to attention degradation in the LLM, especially
during the result analysis phase. In such cases, the LLM
may fail to process the content meaningfully and directly
output the raw results from the tools. Therefore, before being
processed by the LLM, we first prune tool outputs to remove
redundant information.

8 Related Work

Deterministic Verification and Discriminative AIOps.
Traditional reliability engineering primarily relies on white-
box verification tools or AIOps based on black-box anomaly
detection [10, 16, 17, 22, 27, 32, 33, 38, 41, 52, 54]. White-
box verification depends on deep understanding and precise
modeling of network forwarding structures, which limits its
applicability. On the other hand, discriminative AIOps meth-
ods leveraging machine learning offer broader applicability.
However, in complex cloud overlay networks, their general-
ization ability is often severely limited when facing unknown
issues caused by new architectures or code updates. For ex-
ample, Rex [32] learns change rules from historical data via
machine learning, yet such rules can hardly cover failure
scenarios unprecedented in history. Murphy [23] diagnoses
faults by reasoning over relationships between entities, while
SkyNet [51] filters low-severity alerts during alert flooding,.
Both could serve as reliability tools orchestrated by Dasheng,
yet neither addresses the global, system-level reliability anal-
ysis across coupled layers that Dasheng targets.

LLM Adaptation in Reliability Engineering. To over-
come the limitations of traditional AIOps, the industry has re-

cently explored various LLM-driven reliability frameworks [45].

These can be broadly categorized into three paradigms.

(1) signal analysis assistants based on context engineering.
Google’s Gemini Cloud Assist [20] and Azure SRE Agent [36]
both employ context engineering to collect massive logs, met-
rics, and tool outputs for anomaly identification. However,
these methods typically aggregate massive raw anomaly
items and feed them directly into the LLM. They lack the
ability to distill these surface anomalies into underlying root
causes. In cloud overlay networks, a single fault often trig-
gers massive heterogeneous anomaly items across multiple
layers. Such direct accumulation easily overloads the LLM
and causes it to lose analytical focus.
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(2) task decomposition and multi-agent frameworks based
on SOPs. Meta’s Confucius [48] decomposes network man-
agement tasks based on predefined SOPs and improves the
ability to handle complex problems through multi-agent
collaboration. However, this approach heavily relies on pre-
defined SOPs. When facing unknown code bugs or non-
standard architectures in cloud overlay networks, these rigid
predefined orchestrations easily fail and cannot achieve dy-
namic fault recovery.

(3) conversational diagnostic systems. ByteDance’s VeAIOps [11]

and NetAssistant [47] lower the diagnostic barrier through
natural language interaction. However, pure text-based in-
teraction loses the structured context of network topologies.
Therefore, they struggle to handle complex problems in cloud
overlay networks that require cross-layer state correlation.

9 Conclusion

In this paper, we present Dasheng, an LLM-powered reli-
ability engineering assistant tailored to cloud overlay net-
works. By extending the standard LLM-powered assistant
paradigm, Dasheng integrates five core modules: profile-
based user intent analysis, trie-tree-based initial instance
context retrieval, dynamic instance context management,
state-machine-driven progressive tool selection, and expert-
experience-based result analysis. To date, Dasheng has in-
tegrated 139 reliability tools from diverse teams. Deployed
on a large-scale production cloud for two years, Dasheng
has served 1,450 engineers, processed approximately 70k
reliability tasks and demonstrated robust performance.
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