Courier: Host-Transparent Direct Network 1/0 for
Secure Containers in Cloud VMs

Hang Huang Zhucan Ye Zhiheng Tao
Huazhong University of Science and ~ Huazhong University of Science and Ant Group
Technology Technology Hangzhou, Zhejiang, China
Wuhan, Hubei, China Wuhan, Hubei, China junchuan.tzh@antgroup.com
hanghuang@hust.edu.cn yezhucan@hust.edu.cn
Hui Lu Wenlong Hou Wei Guo
The University of Texas at Arlington Ant Group Alibaba Group

Arlington, Texas, USA
hui.lu@uta.edu

Quan Xu
Alibaba Group
Hangzhou, Zhejiang, China
wutu.xq@alibaba-inc.com

Hangzhou, Zhejiang, China
houwenlong.hwl@antgroup.com

Jiang Liu
Alibaba Group
Hangzhou, Zhejiang, China
liujiang@alibaba-inc.com

Hangzhou, Zhejiang, China
xiaofeng.gw@alibaba-inc.com

Jiangshan Lai
Ant Group
Hangzhou, Zhejiang, China
jiangshan.ljs@antgroup.com

Jia Rao Zhuo Huang Song Wu
The University of Texas at Arlington =~ Huazhong University of Science and ~ Huazhong University of Science and
Arlington, Texas, USA Technology Technology

jia.rao@uta.edu

Chen Yu
Huazhong University of Science and
Technology
Wuhan, Hubei, China
yuchen@hust.edu.cn

Abstract

Secure containers strengthen isolation by encapsulating con-
ventional OS-level containers within lightweight virtual ma-
chines (microVMs), and have been widely adopted to ex-
ecute untrusted, multi-tenant workloads in modern cloud
platforms. In practice, these platforms are increasingly de-
ployed atop cloud virtual machines to exploit cloud elas-
ticity and cost efficiency, which places secure containers
within a nested virtualization stack. Although prior work
has significantly advanced nested CPU and memory virtual-
ization, network I/O remains a critical bottleneck. Existing
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para-virtualized networking solutions incur substantial over-
head due to repeated cross-layer mediation, while hardware-
assisted device passthrough depends on IOMMU virtualiza-
tion support that is often unavailable in public clouds.

This paper presents COURIER, a direct network I/O ar-
chitecture that enables passthrough-like, high-performance
networking for secure containers in cloud environments.
CoURIER rethinks nested network virtualization by intro-
ducing an in-guest shadow IOMMU to enable secure device
passthrough with a shorter network stack and zero-copy
data transfer, without requiring host involvement. In addi-
tion, COURIER incorporates several data-plane techniques,
including direct-kick notifications, used-ring passthrough,
and efficient interrupt handling, to further improve packet
processing efficiency. We implement COURIER in a produc-
tion system and evaluated it using both microbenchmarks
and real-world applications. The results show that COURIER
significantly improves both throughput and tail latency, con-
sistently outperforming state-of-the-art virtio-net and vhost-
net by up to 9.36x and 96.7%, respectively, while achieving
near-native performance under realistic workloads.
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1 Introduction

While conventional Linux containers offer lightweight pack-
aging, fast startup, and close-to-native performance, their
dependence on a shared host kernel fundamentally limits
isolation [13], making them ill-suited for hostile multi-tenant
settings [30, 32, 49]. Consequently, cloud platforms, e.g., Al-
ibaba MaxCompute [7], have adopted secure containers, such
as RunD [36], which encapsulate each container inside a
lightweight virtual machine (microVM), combining container
agility with hardware-enforced strong isolation.

For high-performance secure container execution, bare-
metal servers are attractive because they allow the secure-
container runtime to operate directly on physical servers,
efficiently multiplexing microVM-isolated secure containers
from different tenants through hardware-assisted virtualiza-
tion techniques. However, relying exclusively on bare-metal
servers is impractical in public clouds because their provi-
sioning is slow and their elasticity is limited under bursty
demand [40]. For example, in Alibaba Cloud, starting a bare-
metal server (e.g., ecs.ebmg9i.48xlarge with 192 vCPUs and
768 GiB memory) from launch to readiness takes 232.4 sec-
onds, whereas a VM instance with the same resources (e.g.,
ecs.g9i.48xlarge) takes 22.4 seconds; a smaller VM instance
with one-quarter of the resources (e.g., ecs.g9i.12xlarge) takes
only 19 seconds. Moreover, bare-metal server allocation may
fail in some regions due to provisioning shortages.

To accommodate demand surges without continuously
over-provisioning bare-metal servers, cloud platforms adopt
heterogeneous resource pools [19] that combine statically
provisioned bare-metal capacity with on-demand VMs [3].
Since VMs remain the primary tenancy unit in public clouds,
offering fast startup and elastic provisioning, secure contain-
ers are increasingly deployed inside these cloud VMs [17].

This results in a three-layer execution stack that comprises
the host (L), the guest VM (L), and the nested microVM
(Lp). While recent work has significantly advanced nested
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Figure 1. Network virtualization within cloud VMs

CPU and memory virtualization [16, 29], nested network
I/0 remains a critical bottleneck. Specifically, nested secure
containers primarily rely on para-virtualized (PV) network-
ing mechanisms [31, 48] (Figure 1), such as virtio-net [2]
and vhost-net [27]. In such nested setups, each packet must
traverse a split front-end/back-end I/O stack across L, and
Ly, incurring repeated privilege transitions and redundant
data movement across virtualization boundaries, substan-
tially inflating tail latency under high packet rates [49, 52].
This limitation is increasingly problematic for deploying
latency-sensitive workloads [33], such as microservices [65],
RPC-driven services [60], and Al inference [25, 69], which
account for a non-trivial fraction of production datacenter
workloads (e.g., 8.4% in the Google cluster trace, counting la-
tency sensitivity classes 2 and 3 [35], and a dominant portion
of the Alibaba GPU cluster trace [63]).

A natural alternative is direct network device passthrough,
which has been extensively studied in conventional, single-
level virtualization as an effective means of achieving
higher network I/O performance than PV solutions [26, 41].
Passthrough-based designs can deliver near-native through-
put by granting VMs direct access to the network interface
controller (NIC) device. These approaches commonly rely on
the Virtual Function I/O (VFIO) framework [1] to grant guests
exclusive device control, while leveraging the Input—Output
Memory Management Unit IOMMU) to safely confine Direct
Memory Access (DMA) to guest-assigned memory regions.
Similar to the Memory Management Unit (MMU) in virtual
memory translation, the IOMMU translates device-issued
I/O virtual addresses into host physical addresses during DMA,
enabling efficient and secure device assignment [45].

However, enabling device passthrough in nested virtu-
alization poses fundamental challenges for IOMMU-based
address translation. In nested deployments, memory virtu-
alization spans multiple address spaces, from host physical
addresses (HPA), to the cloud VM’s guest physical addresses
(GPAL,), and further to the nested microVM’s physical ad-
dresses (GPAL,). Device drivers in the nested guest register
IOVAs that correspond to GPA[,. In contrast, the host hy-
pervisor (i.e., the only entity with sufficient privilege to con-
figure the IOMMU) has visibility limited to the translation
between GPA;, and HPA. This semantic gap between the
address space expected by the device and the translations
available on the host prevents the hypervisor from installing
correct IOMMU mappings for nested device passthrough.
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To bridge this gap, IOMMU virtualization has been pro-
posed to enable correct DMA address translation in nested
virtualization. Hardware-assisted solutions [42], such as ARM
SMMU [47], support two-stage DMA translation, in which an
IOVA (or GPA},) is first translated to GPAL,, and then from
GPA[, to aHPA. However, contemporary Intel and AMD pro-
cessors do not support such multi-stage address translation
in their IOMMU implementations, severely limiting the prac-
ticality of this approach in mainstream cloud infrastructures.
Software-based alternatives, including vIOMMU [11] and
colOMMU [53], emulate nested IOMMU functionality by con-
structing low-level IOMMU mappings that translate IOVA
(or GPAL,) directly to HPA, in a manner similar to shadow
paging in memory virtualization. Systems such as DVH [38]
build upon host-side IOMMU emulation to enable direct
connectivity between NICs exposed to L; and L,, thereby
shortening the L, network datapath. HyperTurtle [71] fur-
ther extends this design by enabling L, to partially reclaim
datapath control via eBPF filters on L. Xen’s PV-IOMMU
also enables Dom0 to manage DMA mappings through hy-
percalls, with planned extension to DomU [14, 15].

These approaches require privileged management of
IOMMU-enforced translation state, coupling DMA trans-
lation to host-managed memory through explicit L;-L, coor-
dination. Such support—particularly vIOMMU—is an archi-
tectural and operational commitment, not a feature toggle.
Ly must emulate and secure a guest-facing IOMMU, validate
untrusted mapping requests, compose nested translations,
install hardware mappings, and coordinate IOTLB invali-
dations. These mappings must remain coherent with page
pinning, reclamation, memory overcommitment, migration,
and device reset; stale mappings threaten DMA isolation,
while adversarial churn expands the L; attack surface and
denial-of-service exposure [59]. This complexity has limited
their deployment in public clouds.

In this paper, we present COURIER, a direct network
I/O architecture that enables secure containers to achieve
passthrough-like access to virtio-based network devices in-
side cloud VMs, without requiring any modification to the
host hypervisor (Ly). COURIER ’s key departure from prior
IOMMU-virtualization approaches is to move DMA enforce-
ment from L,’s IOMMU/page-table layer to L;’s virtio sub-
mission boundary. This design is enabled by a key observa-
tion: Although nested secure containers cannot directly rely
on hardware IOMMU virtualization for device passthrough,
the virtio interface exposes packet I/O through software-
visible virtqueues, where each I/O request is represented as a
descriptor chain that explicitly enumerates the guest physi-
cal addresses of the corresponding DMA buffers. Such virtio
descriptor chains make DMA regions visible and remappable
at a software-controlled point (e.g., I/O submission).

In nested deployments, these descriptors refer to GPA;,
addresses, whereas the hardware IOMMU can only trans-
late the enclosing VM’s physical space (GPAL,). COURIER
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resolves this semantic gap by interposing within the cloud
VM (L) and providing in-guest DMA remapping seman-
tics through a VFIO-assisted shadow IOMMU. Specifically,
in COURIER, the nested guest (L;) continues to allocate and
operate on its original virtqueue using unmodified virtio se-
mantics. The virtio device, however, never directly consumes
this L, virtqueue. Instead, COURIER constructs a shadow
virtqueue in L; memory that serves as the sole DMA-visible
interface to the virtio device. COURIER keeps the shadow
virtqueue synchronized with the L, virtqueue, rewriting de-
scriptor addresses from GPAj, into device-valid GPA;, be-
fore exposing them to the device. As a result, the device
performs DMA exclusively against L;-managed memory, en-
abling zero-copy packet delivery (to and from the L, nested
guest) without host involvement. Beyond DMA correctness,
Courier further removes virtualization overheads on the
critical virtqueue interaction path. By enabling direct-kick
notification, used-ring passthrough, and efficient interrupt
handling, COURIER eliminates cross-layer mediation and al-
lows nested secure containers to interact with the device
through a substantially shortened fast path.

We have implemented COURIER in a production environ-
ment with ~1.7K lines of in-guest code changes and deployed
it inside public-cloud VMs on unmodified provider hosts.
CoURIER requires only standard virtio PCI devices exposed
to L; and manageable through VFIO, with BAR access, in-
terrupt delivery, and ordinary DMA to GPA[, addresses. All
Courier-specific VFIO and shadow-IOMMU logic resides in
L;. By enabling passthrough-like network I/O for secure con-
tainers inside cloud VMs, CouURIER bridges the gap between
bare-metal performance and VM elasticity. It enables cloud
platforms to absorb demand surges with on-demand VMs,
avoid resource waste from bare-metal over-provisioning, and
sustain high performance for network-intensive, latency-
sensitive workloads across heterogeneous resource pools.
Extensive micro- and macrobenchmarks show that COuriEr
outperforms virtio-net and vhost-net by up to 9.36x and
96.7%, respectively, while maintaining robust performance
across a diverse set of real-world applications, demonstrating
its practicality in existing cloud environments.

2 Background
2.1 Secure Containers

Cloud platforms execute massive, untrusted tenant-supplied
workloads, such as user-defined functions (UDFs) and server-
less applications [18, 62], through container-based abstrac-
tions. Conventional OS-level containers, such as RunC [56],
provide fast startup and strong portability, but they rely on
a shared host kernel. Although kernel mechanisms such as
namespaces, cgroups, and Linux Security Modules provide
logical isolation [56], the shared-kernel model remains vul-
nerable to privilege-escalation [54] and container-escape at-
tacks [4-6]. A single compromised container can potentially
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Figure 2. Host-transparent nested virtualization support

affect co-located tenants or even the host system, making
OS-level containers insufficient for multi-tenant settings.
To strengthen isolation, cloud platforms have adopted
secure containers, such as Kata containers and RunD [36],
which encapsulate each container inside a lightweight vir-
tual machine (microVM). Like conventional VMs, secure con-
tainers require hardware virtualization support (e.g., Intel
VT-x or AMD-V), providing privilege separation between
the host and the VM through root and non-root execution
modes, and enable memory virtualization via second-level
address translation mechanisms, such as EPT or NPT, assist-
ing the CR3 register in translating guest virtual addresses
(GVA) to host physical addresses (HPA). For 1/Os, device
passthrough techniques can deliver near-native performance,
meanwhile the IOMMU enforces DMA isolation for mi-
croVMs. Together, these mechanisms allow secure-container
runtimes to run efficiently on bare-metal servers [21], i.e.,
physical machines where the runtime can access hardware re-
sources directly and use hardware virtualization to multiplex
microVM-isolated secure containers from different tenants.
This enables secure containers to serve as a strongly isolated
execution substrate for multi-tenant cloud workloads.

2.2 Deployment within Cloud VMs

High bare-metal performance alone does not make bare-
metal deployment a practical default for secure containers in
public clouds. Our empirical measurements on Alibaba Cloud
show that provisioning a large bare-metal server can take
232.4 seconds, over 10.4x longer than a resource-equivalent
VM instance at 22.4 seconds and 12.2x longer than a smaller
VM instance; bare-metal requests may also fail when regional
capacity is insufficient [40]. These provisioning delays and
capacity constraints motivate deploying secure containers
inside cloud VMs, which offer faster elasticity, better cost
efficiency, and flexible tenant-managed orchestration, such
as Kubernetes-on-VM [10].

This results in a three-layer nested virtualization stack: the
host (L), the cloud VM (L;), and the nested microVM (L;). In
conventional nested virtualization, the Ly hypervisor virtual-
izes hardware virtualization features for the L; guest hyper-
visor, allowing L, to create and manage L, microVMs/secure
containers. Many L virtualization operations, such as VMX
control operations and nested address-translation updates,
must be trapped, validated, translated, or emulated by L,
before their effects can be enforced on the underlying hard-
ware. As the Ly host must remain on critical execution paths,
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including VM entry and exit, the Ly-mediated nested virtual-
ization incurs substantial performance overhead, Moreover,
enabling nested virtualization in production environments
requires extensive modifications — e.g., over 10k lines of code
— to the Ly hypervisor, increasing cloud infrastructure com-
plexity. As a result, although major cloud providers widely
adopt KVM as the Ly hypervisor, its nested virtualization
support is generally disabled for cloud VMs.

To overcome this limitation, state-of-the-art guest hyper-
visors, such as PVM [29], introduce an efficient software-
based virtualization layer within cloud VMs (L;), enabling
immediate secure container deployment on production cloud
platforms (including Alibaba Cloud) — without relying on
nested virtualization support from the Ly host hypervisor. In
Figure 2, the L; guest hypervisor emulates VMX function-
ality for L, guests through a software component, known
as the switcher, which resides in both the L; and L, address
spaces and coordinates VM entry and exit transitions. Since
modern hardware exposes only a single level of root and
non-root privilege separation, nested guests/secure contain-
ers run in non-root mode (ring 3) to enforce strict privilege
isolation. To support nested memory virtualization, the L,
guest hypervisor further employs a shadow paging mecha-
nism. Rather than loading the L, page table directly into the
hardware CR3 register to translate GV Ay, into GPAp,, the
CR3 register instead points to a shadow page table (SPT) that
mirrors the L, page table while directly translating GV Ay, to
GPAL,. This design enables correct physical memory access
for nested secure containers without invoking the Ly host.

2.3 Para-virtualized Networking

Despite advances in nested CPU and memory virtualization
through virtualized VMX support and nested address trans-
lation, network I/O remains a major unresolved bottleneck
in nested secure container deployments.

In today’s cloud environments, nested secure containers
primarily rely on para-virtualized (PV) networking, most no-
tably virtio-net [2] and vhost-net [27]. As shown in Figure 1,
they adopt a split front-end/back-end architecture, where
the front-end network driver executes inside the guest, while
the back-end network device resides in the hypervisor or
host kernel and interacts with the guest through shared
memory regions defined by the virtio specification. This
software-centric design does not rely on specialized hard-
ware virtualization features, such as IOMMU-assisted DMA
remapping, thereby providing strong deployment flexibility.

The core data-transfer mechanism of virtio devices is
virtqueue — i.e., a shared-memory ring buffer that enables
asynchronous communication between the guest driver and
the host device. We focus our discussion on a split virtqueue
design, as it is the dominant deployment model in major
cloud environments that conforms to the virtio 1.0 specifi-
cation. A split virtqueue, organized in the form of a vring,
consists of three key data structures in guest memory: (1) a
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Figure 3. Para-virtualized networking overhead

descriptor table, which is an array describing buffer addresses
and associated metadata; (2) an available ring, maintained
by the device driver to indicate descriptors that are ready for
device consumption; and (3) a used ring, maintained by the
device to return descriptors that have been processed.

This vring-based interface underpins the two widely used
virtio devices — virtio-net [2] and vhost-net [27]. Both adopt
similar control-plane mechanisms for feature negotiation,
queue initialization, and interrupt delivery, while diverging
primarily in their data-plane processing paths. For virtio-
net, during packet transmission (TX), the device driver en-
queues buffer descriptors into the available ring and invokes
virtqueue_kick to notify the backend device through a
virtual I/O write. This notification triggers a VM exit and
transfers control to QEMU in userspace. QEMU subsequently
retrieves packet data from guest memory, performs data copy,
and forwards the packets to the host network stack. This data
path incurs substantial overhead, as each packet typically
induces a VM exit, a context switch into the QEMU process,
and multiple memory copies across guest memory, QEMU
userspace, and the host kernel space, ultimately resulting in
limited throughput and increased latency. In contrast, vhost-
net mitigates this overhead by relocating the backend into
the host kernel. After initialization, a dedicated vhost-net
kernel thread directly polls the virtqueues. On the TX path, a
guest notification still triggers a VM exit; yet, packet process-
ing is performed entirely in kernel space, allowing packet
data to be copied directly from guest memory to the host
backend, eliminating QEMU involvement.

3 Motivation

While PV networking enables network connectivity for se-
cure containers running inside cloud VMs, its performance
remains far from optimal, limiting practical adoption. To
quantify the associated performance degradation, we mea-
sure the network throughput of Kata Containers (running
on the PVM hypervisor) using either virtio-net or vhost-net
within a cloud VM, and compare the results with conven-
tional RunC containers that directly utilize the host network
stack (denoted as Native). Our evaluation (Figure 3) reveals
that both virtio-net and vhost-net incur significant through-
put losses relative to native containers, with virtio-net expe-
riencing up to 91.7% degradation and vhost-net up to 61.4%.
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3.1 Limitation: Missing Nested Passthrough

A natural alternative to PV networking is to use direct device
passthrough, which can deliver near-native performance in
single-level virtualization - by allowing a guest to directly ac-
cess the NIC through VFIO [1], while relying on the IOMMU
to safely confine the DMA. Unfortunately, passthrough be-
comes fundamentally problematic in nested virtualization:
In a nested stack, memory spans multiple address spaces:
host physical addresses (HPA), the cloud VM’s guest physi-
cal addresses (GPAL,), and the nested microVM’s physical
addresses (GPAr,). Device drivers inside L, register DMA
buffers using GPA;, addresses, yet the hardware IOMMU -
managed exclusively by Ly — only provides translation for
GPA[,. This semantic mismatch prevents the host from in-
stalling correct DMA mappings for nested guests, rendering
conventional VFIO passthrough impractical.

Hardware-assisted IOMMU virtualization [42] could, in
principle, support multi-stage DMA translation, but such
capabilities are largely unavailable on mainstream cloud
servers. Software-based approaches such as vVIOMMU [11]
emulate nested DMA translation, but require tight coordi-
nation with the Ly hypervisor and conflict with key cloud
features such as memory overcommitment. Consequently,
modern cloud providers do not expose IOMMU capabilities to
tenants, making direct passthrough still infeasible for nested
secure containers.

3.2 Opportunity: In-Guest DMA Remapping

After revisiting the shadow paging design of nested memory
virtualization, which enables the correct generation of GPAL,
(from GV Ay,) for low-level EPT translation and thereby elim-
inates L, involvement, we identify a key opportunity. In a
similar vein, DMA remapping can be achieved by first trans-
lating IOVA (GPAL,) into device-acceptable GPA}, before
delivering it to the device, since L, memory is physically part
of L; memory and can be accessed via the corresponding
GPAL,. As a result, the low-level backend in L, only needs
to manage DMA mappings for L; without concerning itself
with the internal IOVA from nested guests. Because DMA
regions are typically defined within virtqueues (according to
the virtio specification), capturing and translating them for
DMA remapping becomes feasible. Therefore, by providing
in-guest DMA remapping semantics analogous to IOMMU,
this approach can enable direct nested network passthrough.

Realizing this opportunity, however, introduces several
non-trivial challenges in DMA management. First, it is a
must to ensure that DMA requests (delivered to the device)
align exactly with L,’s expectations. Second, the interactions
between nested guest device drivers and the device, such as
kicks and completion notifications, must be correctly main-
tained. Third, the approach must be compatible with the
existing memory management mechanisms of secure con-
tainers. To this end, we present COURIER, our solution for
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addressing these challenges and enabling high-performance,
direct network I/O for nested secure containers.

3.3 Threat Model

COURIER operates entirely within cloud VMs (L) without
requiring any awareness or modification of the host (L), en-
abling seamless deployment in public clouds while preserv-
ing the integrity and security properties of the underlying
infrastructure. As COURIER targets in-guest secure container
deployments for cloud platforms, we assume that the guest
VM (L,) is trusted and managed by the platform and orches-
tration frameworks (e.g., Kubernetes), whereas untrusted
user workloads execute inside secure containers (L;). Ac-
cordingly, the entire L, environment, including both user
space and kernel space, is considered potentially malicious
and may attempt to compromise the shared L; guest VM.

Our focus is on software-level vulnerabilities in the L;
software stack that may be exposed to malicious L, through
nested virtualization interfaces. Since COURIER does not mod-
ify existing nested CPU or memory virtualization mecha-
nisms in modern guest hypervisors, it naturally inherits their
CPU and memory protection guarantees. Accordingly, we
consider a threat model in which a potentially malicious
L, attempts to compromise the shared L; through the di-
rect network I/O path introduced by Courigr. This threat
model fundamentally motivates the careful design of both
CoUurieR’s control plane and data plane. Passthrough devices
are managed through an in-guest shadow IOMMU, which
preserves isolation from L; while enabling safe DMA access
to L, memory using translated L; physical addresses (§4.2).
To defend against malicious DMA requests from L,, such
as accesses to invalid or unauthorized addresses, COURIER
strictly validates each DMA mapping before it becomes vis-
ible to either the L; shadow virtqueue or the device. Sub-
sequent L, updates to its descriptor cannot interfere with
in-flight DMA operations. To minimize risks arising from
memory sharing for direct I/O support, COURIER maps only
the minimal required L; memory into L, with read-only per-
missions, ensuring that no sensitive L; state is exposed (§4.3).
In addition, COURIER integrates software IOTLB invalidation
to ensure that memory reclamation in L; cannot interfere
with in-flight DMA operations (§4.4).

4 Design and Implementation
4.1 Overview: COURIER Architecture

Figure 4 shows the architecture of COURIER. COURIER en-
ables a network-intensive L, secure container to achieve
passthrough-like direct access to its virtio-net device, with-
out requiring any IOMMU virtualization support from the Ly
host. The key idea is to interpose at L; and provide in-guest
DMA remapping by maintaining a shadow virtqueue that mir-
rors the L, virtqueue while rewriting descriptor addresses
from GPA[, to device-valid GPAy,. As a result, the virtio

Jin
. . vring
virtio-net — > virtqueue —>[ jym
driver desc
—F avail
! l [ §— used
Secure container ! descriptor table avail ring used ring 7
(L) ! : shadowing: T
Cloud VM ! s i
| | | | Read-only
( L, ) ' H l 1 Mapping
1 1
! [descriptor tablefavail ring] Vused ring /77
passthroughi
: shadow IOMMU group
VF}O DMA remapping
—Host (Ly) virtio network device

Figure 4. COURIER architecture

device performs DMA solely against L;-managed memory,
while the L, driver continues to operate on an unmodified
virtqueue interface. This design eliminates the multi-layer
mediation/synchronization overhead of virtio-net/vhost-net
and enables near-native network performance for secure
containers in production cloud VMs.

COURIER, functioning within the cloud VM (L), comprises
(i) an L; shadow IOMMU layer integrated with VFIO to main-
tain guest-to-host DMA mappings, and (ii) lightweight hooks
in the L, virtio-net frontend to propagate virtqueue updates.
The device never directly consumes the L, vring; instead,
COURIER presents a shadow vring in L; memory as the DMA
contract with the virtio device. Building on this mechanism,
CourIER introduces three optimizations to approach true
direct I/O performance: direct-kick notification to bypass
user-level mediation, used-ring passthrough to eliminate
completion copying, and a software IOTLB flush mechanism
to safely support dynamic memory reclamation.

4.2 Shadow IOMMU

COURIER enables a nested secure container (L) to interact
with its virtio-net device through a passthrough-like path
- by introducing a shadow IOMMU mechanism inside the
L; guest that provides DMA remapping semantics without
requiring any support from the L, host.

As discussed earlier, the L, driver registers DMA buffers
using GPA}, addresses, while the device can only issue DMA
requests against addresses valid in the L; physical space
(GPAL,). CouRIER bridges this mismatch by maintaining a
shadow virtqueue and continuously translating L, DMA-
visible addresses into device-consumable L; addresses. Sup-
porting this model requires coordinated changes in both the
control plane (i.e., queue setup and DMA mapping) and the
data plane (i.e., descriptor submission and completion).
Control Plane. The shadow IOMMU at L; must remain
synchronized with all DMA-related operations initiated by
the L, virtio-net frontend.

Figure 5 illustrates the COURIER’s control-plane workflow.
When an L, virtio-net driver probes a device, it issues stan-
dard virtio control operations, including virtqueue creation
and configuration, followed by I/O writes to the PCI BAR
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to apply the changes (®). These operations are intercepted
and redirected to the control plane at L;. In particular, upon
receiving a create_virtqueue request from L, COURIER
allocates a corresponding shadow virtqueue in L;-managed
memory. This allocation is performed through QEMU, which
forwards the request to VFIO via ioctl interfaces (@). VFIO
is then responsible for maintaining the shadow IOMMU (®),
which includes creating the corresponding shadow vring (®)
that mirrors the L, vring — including the descriptor table,
available ring, and used ring - and establishing the guest-to-
host (G2H) mapping (®) to track DMA regions from GPA[,
to GPA[, for subsequent DMA translation.

To avoid eagerly pinning all guest pages, COURIER follows

the on-demand DMA mapping model used in production
systems. When L, invokes pvdma_map, the operation exits
to the VMM to dynamically pin the required pages and call
vfio_dma_map to update IOMMU mappings (®). COURIER
intercepts these mapping requests and forwards them to the
shadow IOMMU maintained by VFIO, where G2H mappings
are updated based on GPAj, and the corresponding GPAL,
(@-©). As a result, the shadow IOMMU consistently main-
tains the necessary G2H mappings, ensuring that subsequent
data-plane DMA operations can be safely and efficiently
translated to device-visible L; physical addresses.
Data Plane. While the control plane establishes virtqueues
and maintains correct DMA mappings, COURIER must also
correctly multiplex DMA requests issued by the virtio-net dri-
ver during data-plane operations. To achieve this, COURIER
leverages the shadow IOMMU to synchronize virtqueue state
across layers and ensure DMA correctness.
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Couriker allows the L, virtio-net driver to continue oper-
ating on its native vring structures, where each descriptor
contains GPAy, addresses, thus remaining compatible with
the virtio programming model. However, the device never
directly consumes the L, vring. Instead, COURIER presents
the device with the shadow vring in L; memory as the au-
thoritative DMA contract. As illustrated in Figure 6, updates
to the descriptor table and available ring — both written by
the L, driver — are intercepted during virtqueue kicks and
propagated into the shadow vring at L; (@ and ®).

To prevent TOCTOU attacks [28], COURIER makes an Li-
private snapshot the sole input to descriptor validation, ad-
dress translation, and shadow-vring construction; it never
validates descriptors in mutable L, memory and later rereads
them. Each captured chain is checked for bounds, alignment,
and structural consistency. For every descriptor, COURIER
verifies that the complete buffer range lies within pinned
G2H mappings that permit the requested DMA access. A
chain captured during an L; race remains untrusted and is
accepted only if the captured state passes the same checks.

After validation, COURIER rewrites buffer addresses from
GPAL, to device-valid GPA[, addresses. If an L, buffer spans
non-contiguous L; pages, COURIER splits it into multiple
physically contiguous shadow descriptors. Only descriptors
derived from the validated snapshot are published to the
device-visible shadow vring. Consequently, later modifica-
tions to the original L, descriptors cannot affect in-flight
DMA, matching hardware descriptor-fetch semantics.

The device performs DMA directly against the underly-
ing L, memory through validated GPA;, addresses, without
copying packet data. By combining snapshot-based valida-
tion, address rewriting, and shadow-vring synchronization,
CoURIER preserves unmodified virtio semantics while decou-
pling the data plane from nested-virtualization constraints.

4.3 Direct Network I/O Enhancement

While the shadow IOMMU enables correct passthrough-style
DMA for nested secure containers, it does not by itself elim-
inate all virtualization overhead on the critical I/O path.

In particular, virtio devices still rely on frequent queue no-
tifications, completion propagation, and interrupt coordina-
tion, which can introduce excessive world switches between
L,, the L; hypervisor, and the user-level VMM. To approach
true direct network I/O performance, COURIER introduces
three complementary techniques: direct-kick notification,
used-ring passthrough, and shadow-flag passthrough. These
mechanisms together shorten the virtqueue fast path, elimi-
nate redundant exits, and reduce completion overhead.
Direct kick. In a conventional virtualized setup, the L, guest
driver is not trusted to directly access device registers. Hence,
writes to the PCI BAR are mediated through the hypervisor
and the VMM, where such accesses are emulated. Although
most PCIBAR iowrites occur during device initialization
and are therefore infrequent, the kick operation lies on the
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critical data path. A kick simply writes the updated queue in-
dex to a device register to notify the device of newly available
descriptors; it is issued at a high frequency.

Under the default virtio execution model, each kick in-
curs multiple world switches (Figure 7, left). The request
propagates from the L, guest to the L; kernel, then to the
L, user-space VMM, and finally back to the L; kernel - in-
curring three world switches — before the PCI BAR iowrite
is performed. Despite the simplicity of the operation, this
process introduces substantial overhead.

Cougrikr shortens this path (Figure 7, right) by exploiting
the trust boundary provided by the guest hypervisor . It
constructs a redundant mapping for the PCI BAR within the
guest hypervisor address space. This mapping enables the
hypervisor to directly translate a guest virtqueue kick into
the corresponding shadow virtqueue kick. As a result, the
kick operation can be completed by writing to the PCI BAR
in the hypervisor execution context, without trapping into
the user-space VMM or triggering additional world switches.
This approach substantially reduces the latency and over-
head of virtqueue notifications, bringing the kick path closer
to that of native device passthrough, with only a single exit
from the nested guest to the guest hypervisor.

Used-ring passthrough. CoURIER enables the device to
DMA packet buffers directly into L, memory; a remaining
challenge is how the L, driver observes request completions.

In virtio, completion metadata is returned through the
used ring. In the shadow vring design, the device updates the
shadow used ring maintained at L;, while the used ring in L,
memory is never directly consumed by the device. As a result,
the L, driver cannot directly detect completed requests.

A naive approach would be to reuse the guest used ring
as the shadow used ring. However, this approach violates
a fundamental virtio requirement that the descriptor table,
available ring, and used ring reside in physically contiguous
memory. Sharing only the used ring would therefore break
the virtio memory layout invariants. An alternative is to
copy entries from the shadow used ring back to the guest
used ring at well-defined synchronization points, such as
upon interrupt delivery. However, this would reintroduce
additional exits, memory copies, and synchronization com-
plexity — precisely the overheads COURIER aims to avoid.

We adapt the production-grade PVM [29] guest hypervisor for nested CPU
and memory virtualization.
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CourIER instead observes that the used ring contains only
completion indices and does not expose sensitive buffer con-
tents or DMA addresses. Leveraging this insight, COURIER
exposes the shadow used ring directly to the L, guest through
a read-only mapping in the guest MMU page tables. As shown
in Figure 8, the L, vring is modified to repoint its used-
ring reference to the passthrough shadow used ring, rather
than its native used ring. This design allows the L, driver
to directly observe device completions using its standard
virtqueue and vring semantics, without copying or trapping,
thereby substantially reducing completion-path overhead.
Shadow flags passthrough. Virtio drivers commonly use
the flags field in the available ring to control interrupt behav-
ior. By setting or clearing these flags, the driver can instruct
the device to suppress or resume interrupts around batched
request processing. However, when the queue is empty, tog-
gling these flags has no observable effect on device behavior.

With shadow vring, writes to the available-ring flags
would normally trap into L; so that the corresponding
shadow-ring flags in shadow vring can be updated and prop-
agated to the device. To avoid unnecessary VM exits in com-
mon cases, COURIER exposes the shadow flags directly to
the L, driver. The driver applies a simple technique: when
setting the flags, it first checks whether the queue is empty;
when clearing the flags, it checks whether the shadow flags
are already cleared. If no effective state change is required,
the operation is skipped. By allowing the guest to access
shadow flags directly, COURIER eliminates redundant traps
on the interrupt control path while preserving correct syn-
chronization between the L, driver and the device.
Preserving isolation. Crucially, these fast-path optimiza-
tions do not weaken COURIER ’s isolation boundary. COURIER
maps only the shadow used ring and the flags field of the
shadow available ring into L,, both read-only; all remain-
ing shadow-queue state and G2H mappings stay private to
L;. The former exposes only completion metadata, while
the latter reveals only the current interrupt-suppression
state, allowing L, to avoid redundant traps without mod-
ifying the flags directly. L;’s memory-virtualization layer
enforces these permissions independently of L,’s page ta-
bles. CouriER thus exposes the minimum state needed to
accelerate the fast path while preventing a malicious L, from
forging completions or corrupting device-visible queue state.
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4.4 Memory Elasticity Management

To improve resource utilization, cloud platforms often re-
claim or dynamically resize guest memory to support mem-
ory overcommitment. When reclaimed DMA regions have
previously been exposed to a passthrough device for DMA
access via pvdma_unmap, the system must ensure that the
device can no longer access such memory, as failing to do
so could lead to data corruption or compromise isolation.
Since hardware-level IOTLB support is typically unavailable
to enforce unmapping correctness, COURIER introduces a
software-based IOTLB flush mechanism (Figure 9) to safely
handle pvdma_unmap operations and maintain DMA safety.

In COURIER, potential DMA targets are recorded in the
shadow descriptor table. Before reclaiming a memory re-
gion, COURIER first removes the corresponding guest-to-host
(G2H) mappings from the shadow IOMMU, preventing any
future DMA requests from reaching the reclaimed pages.
However, this step alone is insufficient, as the device may
still hold outstanding requests referencing descriptors that
have already been posted in the shadow descriptor table.

CourtIEeR enforces that the final unmapping action can
only be performed after all in-flight descriptors have been
scanned and confirmed not to reference memory intended
for unmapping. Scanning the entire shadow descriptor table
to identify in-flight requests is impractical, because virtio
descriptor tables are circular and continuously reused. To
address this issue, COURIER introduces a descriptor sanitiza-
tion mechanism that incrementally tracks descriptor liveness.
Before inserting a new descriptor into the shadow descrip-
tor table, COURIER clears descriptors that have already been
consumed by the device, as indicated by the shadow used
ring. New descriptors are written only to descriptor slots
that have been explicitly zeroed. As a result, any remaining
non-zero descriptors correspond precisely to requests that
have not yet been consumed by the device.

In addition to limiting the scan to dirty descriptors,
CourlER further narrows the search using the used and
available indices. The used index delimits descriptors whose
completions have been reported, whereas the available index
delimits those submitted to the device. CouRIER therefore
scans only the outstanding interval between these indices.

This interval remains conservative under both device-side
prefetching and concurrent completion. A descriptor fetched
by the device but not yet reported in the used ring remains
within the interval because the used index has not advanced
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past it. If a completion races with the scan, the captured used
index may cause a newly completed descriptor to be scanned
unnecessarily, but it cannot exclude any descriptor still in
flight. Thus, the scan may conservatively retain a page but
cannot release one still accessible to the device.

If any outstanding descriptor references the target region,
COURIER rejects the pvdma_unmap request and terminates
the L, guest. Because termination alone does not cancel pre-
viously issued DMA, CouRIER also blocks subsequent kicks
and keeps the affected pages pinned until the device is reset
or confirmed quiescent. Only then can the pages be safely
released. By combining proactive G2H invalidation, conser-
vative descriptor-liveness tracking, and reset-aware page
release, COURIER supports dynamic memory reclamation
without weakening DMA isolation.

5 Evaluation

We implemented Courier with little in-guest changes.
The L, updates involve lightweight kernel patches (8 files
changed, 230 insertions) to interact with the shadow IOMMU,
as well as adjustments to the virtio datapath (4 files changed,
67 insertions). The L; implementation of COURIER is inte-
grated into the guest hypervisor (PVM) as a self-contained
module (8 files changed, 1389 insertions, 3 deletions), pro-
viding shadow queue management, address translation, and
DMA safety enforcement. Note that no modifications are re-
quired at Ly. Although our prototype is built on the Alibaba
PVM guest hypervisor, the design can be ported to KVM
guest hypervisor when deployed in VMs supporting nested
virtualization (e.g., Google Cloud).

Testbed and configurations. All experiments were con-
ducted on a dual-socket Intel(R) Xeon(R) Platinum 8369B
server with 128 physical cores (2.90 GHz) and 256 GB of
RAM across two NUMA nodes, running Linux kernel 5.10
(i.e., the primary kernel version in our production environ-
ment) across Ly, Ly, and L,. Notably, we also implemented
CoOURIER to support Linux kernel 6.6 for broader produc-
tion deployment. Each L; VM was instantiated using QEMU
with 32 vCPUs and 128 GB of memory, leveraging KVM
hardware-assisted virtualization. The L; VMs were equipped
with four virtio-net PCI devices implemented via host VFIO-
based passthrough with pre-established IOMMU mappings.
To enable a direct comparison with existing IOMMU vir-
tualization approaches, we attached four additional virtio-
IOMMU PCI devices when evaluating vIOMMU-based device
passthrough. Secure containers were provisioned using Kata
Containers 3.0, typically configured with 8 vCPUs and 16 GB
of memory unless otherwise specified. Client requests were
issued from the L host and processed by servers running in
Ly or L,. Transparent Huge Pages (THP) were enabled in L;
to reduce address translation overhead.

Baselines for Comparison. We evaluated five configura-
tions to characterize the impact of nested network virtualiza-
tion and quantified the benefits of CouRIER: (1) native runs
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Figure 10. Network performance measured by Netperf

RunC containers directly on the L; kernel network stack
without nested virtualization; (2) virtio-net deploys secure
containers (L;) using standard virtio-net paravirtualized net-
working; (3) vhost-net enables vhost-net offloading for se-
cure containers; (4) vIOMMU uses vVIOMMU-based network
device passthrough 2; (5) COURIER provides direct network
passthrough for secure containers. These baselines isolate
nested-virtualization overheads and compare paravirtualized
with direct network I/O. We treat vIOMMU as an Ly-assisted
performance oracle rather than a tenant-deployable baseline:
once L installs GPA},-to-HPA DMA mappings, L, submits
GPA, addresses directly, yielding a near-optimal datapath.
All results are averaged over 10 runs.

5.1 End-to-End Network Performance

We first evaluated CoUuRrIER’s end-to-end network perfor-
mance using Netperf and iperf3, measuring throughput and
latency across diverse packet sizes and workloads.
Varying packet size. We varied TCP packet sizes from 4 KB
to 64 KB and UDP payloads from 1 B to 1 KB. As shown in Fig-
ure 10, virtio-net and vhost-net fail to scale with packet size
due to persistent per-packet overheads from cross-world
queue notifications and indirect memory accesses. These
overheads dominate in high-throughput regimes and ulti-
mately limit effective bandwidth utilization. Vhost-net ap-
proaches native throughput at packet size of 4 KB due to
virtqueue batching, but this benefit diminishes at larger
packet sizes as other para-virtualization overheads become
the dominant bottleneck. In contrast, native, vIOMMU, and
CoURIER scale with packet size until saturating physical
bandwidth, benefiting from direct network I/O.

Courier improves the TCP throughput by up to 9.36x
over virtio-net and 96.7% over vhost-net, while remaining
within 3% of vVIOMMU - without requiring any Lo support.
Compared to native, COURIER incurs at most a 19.4% through-
put reduction due to the shadow virtqueue update associated
with kick operations. This degradation reflects the inherent
trade-off between performance and isolation in secure con-
tainers — enforcing DMA isolation requires DMA remapping,

2Note that vIOMMU depends on support from the Ly hypervisor and can
interfere with cloud features such as memory overcommitment. Therefore,
cloud providers typically disable vVIOMMU support for cloud VMs.
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Figure 11. Network bandwidth measured by iperf3

and cross-world interception and validation introduce ad-
ditional overhead. Nevertheless, COURIER achieves substan-
tially higher performance than PV networking approaches.
Meanwhile, the UDP latency remains largely insensitive to
packet size, with COURIER reducing latency by up to 28.5%
and 20.7% over virtio-net and vhost-net and achieving per-
formance comparable to vVIOMMU.

Overall, these results demonstrate that COURIER provides
a practical alternative to vVIOMMU with comparable perfor-
mance while avoiding additional complexity in L.
Varying network workloads. We further evaluated the net-
work bandwidth under varying network loads using iperf3.
Each experiment was run for 10 seconds, and the number of
concurrent client threads was varied to simulate varying lev-
els of network loads. As shown in Figure 11, the bandwidth
does not increase monotonically with the workload in all con-
figurations. Instead, peak bandwidth is consistently achieved
with two client threads, after which additional threads lead
to performance degradation. This behavior stems primarily
from the single-threaded design of the iperf3 server, which
limits its ability to efficiently handle higher concurrency.
At the optimal point of two client threads, COURIER outper-
forms virtio-net and vhost-net by 119.2% and 35.3%, while
achieving performance comparable to native and vIOMMU.
Beyond this point, COURIER continues to maintain competi-
tive throughput. The modest performance degradation under
higher concurrency indicates that COurIgR introduces mini-
mal additional contention in the critical data path.

In summary, these results demonstrate that COURIER effec-
tively supports high network loads and preserves bandwidth
scalability comparable to native and vIOMMU, without in-
troducing additional scalability bottlenecks.

5.2 Real-world Applications

We then evaluated CouRIER using Redis and Memcached,
two widely deployed in-memory key-value stores. Redis was
evaluated using redis-benchmark, which issues one million
read requests, each accessing a 256 byte value. Memcached
was evaluated using memaslap, which generates requests
with a get/set ratio of 0.9, 64-byte keys, and 1 KB values for
10 seconds using eight workers. Both workloads were config-
ured to be read-intensive in order to minimize interference
from memory virtualization effects. We varied the number
of concurrent clients to assess throughput scalability.
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As shown in Figures 12 and 13, the throughput increases
steadily with the number of concurrent clients across all
evaluated configurations. Nevertheless, virtio-net exhibits
markedly poor scalability. Its throughput increases only
marginally as the client count grows, which indicates the
existence of substantial bottlenecks in the PV network stack.
These limitations primarily stem from the data-plane pro-
cessing overhead introduced by the user-level VMM, which
restricts efficient packet handling under high concurrency. In
contrast, COURIER delivers significant performance improve-
ments even at low concurrency levels. COURIER improves
the throughput by 24.5% for Redis with 1 client and by 53.6%
for Memcached with 8 clients. As concurrency increases,
these advantages become more pronounced. Throughput
improves by 95.93% for Redis with 16 clients and by 3.76x
for Memcached with 64 clients. This trend indicates that
Courikr effectively mitigates contention in the VMM net-
work data path and sustains scalable performance as request
parallelism increases. Vhost-net achieves higher through-
put than virtio-net due to kernel-level data-plane offloading,
but it still suffers from a longer network stack and multiple
cross-world data copies, which introduce increasing over-
head as request rates grow. COURIER delivers up to 26.4%
higher throughput for Redis with 16 clients and 30.7% higher
throughput for Memcached with 64 clients.

CPU utilization of L; guest confirms that COURIER s
throughput gains do not incur higher CPU costs. With
one Redis client, COURIER uses 183.44% CPU, comparable
to virtio-net (181.79%) and vIOMMU (183.52%), but 14.8%
lower than vhost-net (215.26%). With eight Memcached
clients, COURIER uses 257.87% CPU, comparable to virtio-
net (257.58%) and vIOMMU (250.32%), but 23.9% lower than
vhost-net (338.79%). Although kernel-level data-plane of-
floading improves vhost-net throughput over virtio-net,
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it incurs substantially higher CPU utilization. In contrast,
CoURIER outperforms both paravirtualized baselines while
retaining virtio-net-level CPU efficiency.

Overall, CourIER consistently delivers higher throughput
across a wide range of client counts. These results demon-
strate that COURIER effectively supports scalable, network-
intensive applications while maintaining performance com-
petitive with Ly-assisted IOMMU virtualization mechanisms.

5.3 Cloud Workloads

We also evaluated COURIER under realistic cloud workloads.
We used the Data Caching benchmark from CloudSuite [24],
which models a production-grade social-network caching
service. The benchmark is built on Memcached and replays
request traces derived from a Twitter dataset. It follows a
two-tier architecture consisting of one or more Memcached
servers and a set of clients issuing cache requests. The cache
is first populated during a warm-up phase to establish a
steady-state working set, after which clients execute a read-
intensive phase (a get/set ratio of 0.8) for 20 seconds un-
der a fixed service-level objective (SLO) to stress network-
ing performance. Experiments were conducted using both
single-server and four-server deployments to evaluate scal-
ability and interference effects. Notably, in the four-server
deployment, each server was hosted in a separate secure
container with a distinct network device. During execution,
we recorded average latency as well as tail latencies.

As shown in Figures 14 and 15, in single-server and four-
server deployments, virtio-net and vhost-net exhibit sub-
stantial latency jitter. First, virtio-net fails to satisfy the 1 ms
QoS requirement across all latency metrics, while the 99th-
percentile latency of vhost-net still significantly exceeds the
QoS threshold. These effects arise from the deeper network
stack and additional data copies inherent in PV networking,
which amplify the tail latency under load. In contrast, native,
vIOMMU, and CoURIER consistently meet the 1 ms latency
target in the single-server configuration.

Scaling to four servers further exposes the limitations of
PV networking. The 99th-percentile latency of virtio-net in-
creases from 10.08 ms to 115.3 ms with substantially greater
variability. Vhost-net likewise exhibits higher average, 90th-,
and 95th-percentile latencies, while its 99th-percentile la-
tency remains above the SLO. These results indicate that
contention and cross-layer processing overhead grow as
multiple virtualized network stacks execute concurrently.

Native RunC also degrades in the four-server deployment:
its 99th-percentile latency increases by 60%, as insufficient
isolation permits interference among co-located servers [43].
In contrast, COURIER maintains stable average and tail laten-
cies as the deployment scales, outperforming native RunC
by up to 31.7% while remaining comparable to vVIOMMU.
Overall, CouRrIER avoids both PV-networking scalability bot-
tlenecks and cross-container interference, providing strong
isolation with consistently low tail latency.
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Figure 15. The performance of data caching with four servers
5.4 Ablation Study Table 1. Effectiveness of COURIER Optimizations
Finally, we examlne,d pac.ket-processmg overhead to under- Configuration Throughput (Mbps) Mean Latency (5)
stand how COURIER’s design reduces per-packet cost by first
quantifying the impact of COURIER’s mediation-removal base 9962.9 1122
mechanisms and then decomposing the transmit path to base + kiclk 24248.8 67.0
. o . base + intr 12048.5 96.66
attribute overhead to individual processing components. o
L. K s base + kick + intr 26543.3 62.8
Mediation removal. We evaluated the impact of COURIER’s
mechanisms for eliminating mediation on the virtqueue inter-
action path. As described in §4, Courier’s shadow IOMMU Table 2. Breakdown of per-packet overheads (in ns)
and shadow virtqueue with used-ring passthrough construct
the correctness foundation for passthrough-style DMA and stiZ;l (?t’ :;ie:[‘:"{‘t’) . Hsocsatll handle_tx Total
constitute the base configuration. Accordingly, we focused Y - Y
on the remaining two mechanisms — direct kick (kick) and native 0 1713 (707) 103 0 1816
efficient interrupt management (intr) — and evaluated their virtio-net 268 3486 (2137) 103 3131 6988
) b bli 1 mechanism individually relati vhost-net 268 3214 (2110) 0 3131 6613
1mpact by enabling each mechanism individually relative to VIOMMU 268 1980 (822) 0 0 2948
the base. We used Netperf to measure TCP throughput and COURIER 268 2464 (1233) 0 0 2732

UDP latency, with packet sizes of 16 KB and 1 B.

As shown in Table 1, direct kick significantly improves
performance by bypassing user-level VMM and VFIO redi-
rections, increasing TCP throughput by 143.4% and reducing
mean UDP latency by 40.2%. Efficient interrupt management
further eliminates unnecessary exits from L; to Ly, yielding
an additional 20.9% throughput improvement and a 13.9%
latency reduction. When combined, the two mechanisms
improve the TCP throughput by 166.4% and reduce the mean
UDP latency by 44%. Overall, these results demonstrate that
direct kick and interrupt management play complementary
and important roles in sharpening the critical direct I/O path.

To validate the correctness of these optimizations, we
ran Netperf continuously for 24 hours while periodically
cycling the memory size between 4 GB and 16 GB to emulate
elastic memory management. Netperf ran uninterrupted,
with no failures observed in either L; or L,. Analysis of
L; runtime behavior confirms that software IOTLB flush
correctly handles DMA mappings. We therefore enabled all
optimizations for COURIER in all subsequent experiments.
Cost breakdown. To understand how much cost each key
component contributes along the critical path, we quantified
per-packet processing overhead using a UDP workload with
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a 1-byte payload. Table 2 shows a breakdown of the transmit-
side cost. We mainly measured (1) the system call overhead
associated with user—kernel context switches when packet
requests were issued from user-space applications, (2) the
in-kernel processing cost incurred in the sys_sendto path,
and (3) the cost of the start_xmit function implemented by
the device driver, responsible for transmitting sk_buffs to
the network device. For PV networking, we also accounted
for the overhead of handle_tx, which lies on the critical
path and processes guest packets by traversing the host
network stack before device delivery. System call overhead
was measured separately using a no-op system call, while all
other components were obtained via kernel instrumentation.
Compared to the native and vIOMMU, COURIER intro-
duces less than 1 us of additional overhead on the transmit
path, primarily due to the necessary virtqueue synchroniza-
tion incurred during kick operations in the shadow IOMMU
implementation. Although CoURIER incurs slightly higher
overhead than vIOMMU, it achieves this without requiring
any Lo-provided nested DMA remapping support, making
it practical for deployment in public clouds. Despite this,
CoOURIER reduces transmit-side cost by 61% and 58.7% com-
pared to virtio-net and vhost-net, respectively. The higher
overhead of the PV approaches stems from their longer trans-
mit paths, involving additional handle_tx processing in L;.
Moreover, their receive paths incur extra overhead due to
packet processing through the host network stack and inter-
rupt injection into the guest, leading to higher receive-side
latency. In contrast, CoUuRIER simplifies the receive path via
used-ring passthrough, allowing DMA results to be directly
consumed by the nested guest with minimal overhead.

6 Discussion and Future Work

Hybrid NIC-aware placement. COURIER is designed to
fit existing cloud networking abstractions rather than re-
place them. In public clouds, the practical scale of direct
NIC access is mainly bounded by the number of NICs that
can be exposed to a guest, such as ENIs. A common VM,
for example ecs.g9i.12xlarge (32 vCPUs with 8 ENIs), can
already host multiple secure containers with dedicated NIC
access. This makes COURIER particularly suitable for hybrid
placement strategies [46]: network-intensive secure contain-
ers can use COURIER, while others can continue to use PV
networking. Such placement improves deployment density
without assigning scarce NIC resources to every workload.
L;-enforced isolation. COURIER also preserves a clear iso-
lation boundary under realistic cloud assumptions. It treats
L, as untrusted and keeps DMA control within the trusted
L,. Specifically, CouriEr validates DMA mappings, restricts
device access to verified memory regions, and mitigates TOC-
TOU attacks [28] through controlled shadow-state manage-
ment and explicit mapping invalidation. Thus, COURIER fo-
cuses on providing strong memory and device isolation for
in-guest direct I/O. QoS isolation is orthogonal to this design
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and can be provided by existing provisioning mechanisms,
such as assigning dedicated ENIs to individual containers.
Beyond network I/0. COURIER opens a broader direction
for in-guest direct I/O. Unlike prior systems, COURIER re-
quires no host modifications, which makes it deployable
in today’s public clouds. Although this paper focuses on
networking, the design is not limited to NICs. We have ex-
tended CouURIER to support additional virtio-based devices,
including virtio-blk and virtio-nvme. A natural next step is to
generalize the design to a wider class of I/O devices, enabling
comprehensive in-guest direct I/O support while preserving
the same deployment model and isolation guarantees.

7 Related Work

Cloud network virtualization. Virtualized networking
forms a critical backbone of multi-tenant cloud infrastruc-
tures [9, 12, 23, 61]. Early software-defined solutions estab-
lished the widely adopted virtio-net standard, while kernel-
bypass frameworks such as vhost-user with DPDK [52]
further enhanced I/O performance. To reduce latency and
CPU overhead, hardware-assisted techniques [34, 39, 70]
offload the data plane directly onto SmartNICs. SR-IOV
further allows a single physical NIC to be split into mul-
tiple virtual functions (VFs) each functioning as an inde-
pendent network device [22, 58]. Beyond single-node opti-
mizations, recent work has also explored cloud-scale orches-
tration [31, 50, 57, 67]. In contrast, COURIER targets direct
network I/O for nested secure containers inside cloud VMs.
Containers networking. Containers have become a cor-
nerstone of modern cloud infrastructures, motivating exten-
sive studies of their network performance [8, 20, 51]. Tra-
ditional container networking relies on centralized bridge
interfaces, creating throughput and latency bottlenecks that
motivate eBPF-based fast datapaths [44, 64]. As secure con-
tainers emerge as a hardened alternative, network virtual-
ization remains critical: they typically use para-virtualized
networking, while selectively enabling device passthrough
for network-intensive workloads. SKernel [20] decouples
the secure container guest kernel into SKernel-R for host-
assisted management and SKernel-D for passthrough I/0.
Systems such as FastIOV [41] demonstrate the benefits of SR-
IOV-enabled networking for secure containers and reduce
the startup overhead associated with device passthrough. In
contrast, COURIER redefines virtio interaction semantics for
secure containers inside the cloud VM.

Nested network virtualization. Prior work has explored
software- and hardware-assisted techniques for nested CPU
and memory virtualization [16, 37, 55, 66, 68]. Xen’s PV-
MMU direct-paging design offers an alternative to shadow
paging by allowing guests to construct page tables that Xen
validates before hardware use [15]. Recent Xen PV-IOMMU
work extends this model to DMA, allowing Dom0 to manage
IOMMU contexts and mappings through hypercalls with
hardware-IOMMU enforcement; nested DomU semantics
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remain under development [14]. Despite differing in how
they construct translation state, Xen PV-MMU/PV-IOMMU
and conventional PT/IOPT shadowing all rely on privileged
software to validate or attach hardware-enforced state.
This dependence is particularly consequential for network
I/0. Although paravirtualized device stacks remain usable in
nested guests, device passthrough requires safe remapping
of L, DMA addresses. vIOMMU [11] emulates guest IOMMU
operations in Ly and underpins systems such as DVH [38]
for nested device passthrough. HyperTurtle [71] further re-
duces emulation overhead using eBPF filters in Ly. These sys-
tems nevertheless introduce new Ly mechanisms and couple
DMA translation with host-managed memory state, limiting
cloud deployability. CoURIER instead relocates enforcement
to the virtio protocol boundary: L; validates and translates L,
descriptors into an L;-owned shadow virtqueue, providing
nested DMA-remapping semantics without Ly support.

8 Conclusion

Secure containers running within cloud VMs face a crit-
ical network I/O bottleneck due to nested virtualization,
where para-virtualized solutions incur high cross-layer over-
head and hardware-assisted passthrough is often unavail-
able. COURIER overcomes this limitation by virtualizing
IOMMU semantics within cloud VMs and providing direct,
passthrough-like access to virtio network devices without
modifying the host hypervisor. By combining a shadow
IOMMU with data-plane optimizations — including direct-
kick notifications, used-ring passthrough, and efficient inter-
rupt handling — COURIER eliminates redundant mediation,
enables zero-copy data paths, and preserves strong DMA
isolation. The evaluation demonstrates that COURIER con-
sistently outperforms state-of-the-art solutions across mi-
crobenchmarks and real-world workloads, confirming its
practicality for high-performance networking in nested se-
cure container deployments on modern cloud platforms.
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